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Abstract
The Bures-Fisher metric on the subset B 1 , of state space of N—level quantum system, compris-
ing of rank-k density matrices is given by a solution to the Uhlmann equation. Solving the Uhlmann
equation on Py, we use its decomposition Py = U, %?HQ] , into a finite union of strata ‘B’?HQ]
of different SU(N) orbit types with all admissible isotropy groups H, . Solution to the Uhlmann
equation on the corresponding orbits stratum ‘ﬁ’?HQJ , defines uniquely the Bures-Fisher metric for a
rank deficient states.

Recent developments in the emerging field of quantum computation and quantum information theory
have received a great deal of attention to studies of N—level systems. According to the statistical
interpretation of quantum theory, it is a new kind of a probabilistic model and quantum N —level system
is an analogue of the classical probability model with a finite probabilistic space [I]. Despite being the
simplest quantum system, it turns out that this quantum probabilistic model drastically differs from its
classical counterpart. The quantum analogue of classical probability distribution is the state of system,
described by a density matrix ¢ € By. The state space B comprises all N x N Hermitean, normalized
semi-positive matrices,

Py ={X e MyC) | X=X X>0, TrX=1}. (1)

The analogue of a classical random variable is a quantum observable, represented by an N x N Hermitian
matrix A. If A = 3" a;|le;)(e;| is the spectral decomposition of A with respect to the orthonormal
basis of eigenvectors |e;) corresponding to eigenvalues, spec(A4) = {a1,as,...,an}, then the probability
distribution of the observable A in state o over spectrum is defined as:

pg(ai):Tr<g|ei><ei|)7 i=1,2,...,N. 2)

Following this analogy, many methods from information geometry, the geometry of manifolds of proba-
bility distributions in classical statistics [2], have been adopted for various studies of quantum systems
[3]. Particularly, an issue of establishing of Riemannian structures on the quantum counterparts of space
of probability measures, became a subject of recent investigations. Nowadays, due to practical goals
in the area of modern quantum technologies, a special attention has been drawn to the question of the
determination of quantum analogues of a well-known, natural Riemannian metric, the so-called Fisher
metric, as well as a family of affine connections.

Our report is devoted to the discussion of this topic within quantum information geometry. We
will analyse the metric on 3 , originated from the distance function d(g1, 02) between density matrices
01,02 € Py, which is known under different names, the Fisher (in statistics), Bures (classical and
quantum information theory), Wasserstein metric (optimal transport):

1/2
der, 02) = \/trg1 g = 2tr (9}/2 02 9}/2) : (3)

The distance function corresponds to the Bures metric which belongs to the special class of the
so-called monotone Riemannian metrics. It is minimal among all monotone metrics and its extension to
pure states is exactly the Fubini-Study metric [4].
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Explicit formulae for the Bures metric are known for special cases. Particularly, Dittmann has derived
several explicit formulae (that do not require any diagonalization procedure) for the Bures metric on the
manifold of finite-dimensional nonsingular density matrices [5, [6], [7, []].

However, owing to the nontrivial differential geometry of the state space By, studies of its Rie-
mannian structures require a refined analysis for the non maximal rank density matrices. Indeed, let
Bk C Mpy(C) be a manifold comprising of the normalized N x N density matrices of rank k. According
to [8], every P admits the Bures metric gp and hence one can consider subspace of fixed rank as the
Riemannian manifold (P x,gp). The union Dy := U,Icvzl B,k is not a manifold, but a convex subset of
affine space of all normalized Hermitian matrices. Furthermore, ®y cannot be isometrically embedded
to any manifold. Due to these reasons the interplay between the Bures metric and the quantum Fisher
information deserves a special analysis (see e.g. the discussion in [9]).

In the present report, following the purification method and the fundamental principle of parallel
transport along the state (see e.g. [5]) we will derive the metric on each strata Py ; from the the bundle
projection My (C) — PBx . Our exposition is exemplified in details by considering the Bures metric for
qubit (N = 2) and qutrit (N = 3) in different strata.
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I. INTRODUCTION

Quantum computing is a promising technology based on the principles of quantum mechanics [I]. The
main motivation is outperform the state-of-the-art classical algorithms and achieve the so called quantum
supremacy [2, B]. Well-known examples are the quantum search algorithm [4] and Shor’s factorization
algorithm [5], which are both superior to the classical ones. Quantum computers can also be useful
in various linear algebra problems. A remarkable example is the Harrow, Hassidim, and Lloyd (HHL)
algorithm for solving systems of linear equations [6, [7]. Because the classical algorithms generally have
the polynomial complexity in the matrix size N, HHL algorithm provides the exponential speed-up in
the case of sparse matrices. This algorithm however requires a large-depth quantum circuit composed
of highly accurate quantum gates. Both these requirements are problematic in the present era of noisy
intermediate-scale quantum (NISQ) computers [§]. Error correction codes [9HIT] and error mitigation
techniques [12H14] could potentially overcome these problems, however, the state-of-the-art quantum
devices lack enough number of qubits to work in the fault-tolerant regime.

II. RESULTS

The paper studies the implementation of three variational quantum algorithms for solving the heat
equation presented in the finite difference form. This problem is reduced to the solution of the system of
linear equations arising at each discrete step of the time evolution.

In the first approach (direct variational method) the expectation value of the Hamiltonian is mini-
mized on some class of probe functions. The Hamiltonian is constructed in a way that its ground state
corresponds to the solution of the system of linear equations.

) = A71|b). (1)
It can be readily shown [I5] that this solution |x) is the ground state of the Hamiltonian
H = A™(I - o) (b)) 4, (2)

We performed proof-of-principles quantum computation with the matrix of size 4 x 4 using the real
quantum processor of IBM Q project. The direct variational algorithm demonstrates a fundamental
possibility of solving the system of linear equations on a quantum computer. However, the exponential
number of Pauli products in the matrix decomposition does not allow one to achieve the quantum speedup
(superiority over classical algorithms). In some cases it is possible to effectively sample over these products
if we know the distribution of the decomposition coefficients, but this requires a separate study.

Az =0, (3)
—2—-c 1 0 0 1
1 —2—c 1 0 0
0 1 —2—c - 0 0
Afe) = : ' ; 7 (4)
0 0 —2—-c 1 0
0 0 1 -2—-c 1
1 0 0 1 —2—c
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gt by
Uyt b7

z = L . b= ! (5)
U]7\—/—t11 }—V—l

The second approach (Hadamard test approach) is based on the minimization of the expectation value
of the same Hamiltonian, but the problem of the exponential number of Pauli products is eliminated by
using the Hadamard test [I6]. A numerical simulation of the algorithm was performed with up to n =8
qubits using three different entanglers or Ansatzs. The results show that it can be possible to achieve the
quantum superiority, but the simulations with more qubits are required to definitively confirm this issue.
It is also important to identify an effective entangler for the investigated problem. With this approach,
three types of Ansatzes were tested: the Hardware Efficient, Checkerboard and the Digital-Analog Ansatz.
The best results were obtained for the Checkerboard Ansatz, as it gives a more uniform entanglement.
In addition, by increasing the grid parameter c, see, one decreases the number of required layers in the
Ansatz. An exponential acceleration of up to eight qubits was demonstrated for this entangler. However,
we argue that the considered number of qubits is not enough for an unambiguous conclusion about the
advantage of the algorithm over the classical one.

The third type of approach (Ansatz tree approach) minimizes the [y norm @, rather than the expec-
tation value of the Hamiltonian.

Lr(z) = ||Az — |b) |3 = 2T AT Az — 2Re{xT A |b)} + 1; (6)

The algorithm is based on the unitary decomposition of the matrix (4]). For the heat equation it turns
out to be advantageous to switch to the Fourier representation by using the quantum Fourier transform.
In the Fourier representation, the matrix becomes diagonal with a sinusoidal spectrum. Then we used
a technique that allows us to replace the spectrum of this matrix by a piecewise-quadratic function,
which, at the level of the original discretized problem, corresponds to the elimination of high-frequency
oscillations of the solution, justified from the physical point of view. This makes it possible to radically
reduce the number of Pauli products in the matrix decomposition. The simulation of the algorithm with
up to eight qubits was performed and the complexity of the algorithm was estimated. The complexity
is determined by the depth of the algorithm. The results show that the depth depends polynomially on
the number of qubits for certain values of the grid parameter c¢. This reveals the fundamental ability of
the Ansatz Tree Approach to demonstrate the quantum superiority for the heat equation.

Thus, the third approach can be considered as the most promising. The reason is that Ansatz Tree
Approach makes use of the explicit form of the matrix (4], unlike the other algorithms discussed, which
use the universal entanglers.
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Abstract

We present the results of experiments on estimating the spam error of the qubit and constructing
Kraus operators that describe the discrete evolution of the qubit. The obtained data were used to
estimate the non-Markovian property of the qubit.

Introduction

The processing of measurements of special quantum circuits [I] using the method of harmonic inversion
[2] makes it possible to restore a set of eigenvalues that form a diagram qualitatively similar to the full
spectrum of Liouvillian of open quantum system presented in [3]. Lindblad tomography method [4] makes
it possible to estimate SPAM Errors, Kraus operators, Non-markov measure, the Hamiltonian, quantum
jump operators, and corresponding decay rates that describe the evolution of open quantum system.

We estimated SPAM errors, reconstructed the evolution by Kraus operators for discrete times, and
estimated the non-Markovianity of the first qubit of the ibmqg_belem quantum computer on the IBM
Quantum Computing platform.

Building quantum circuits

The first step of the Lindblad tomography method is to build a set of specialized quantum circuits.

1. The qubit is initialized by a state py close to the initial state and one of six one-qubit rotations
Ry = {I,X;,Y=,Y_ =, X =, X=} that initialize the qubit in one of the six ground states on the

Bloch sphere (|0), |1), [+),[=),|7),| — i)) respectively.

2. Waiting cicuit is applied to the qubit. The waiting circuit is described by the function I(t) =
UlTUQT...UJUt...UgUl. Each use of a pair of gates UgUi increases the circuit ”waiting time” by 1.

3. A qubit is measured in one of three Pauli bases (z,y,z) by applying one-qubit rotations R, =
{Y_z, Xz, I} and the measurement operation.

These steps are repeated for all combinations of initial rotations, waiting circuit duration ¢ = [0...99] and
measurement bases. We performed 20,000 measurements for each of 1800 quantum circuits on ibmq_belem
quantum computer.

SPAM errors estimation

Once we have a full set of data, we can analyze the initial state preparation error and measurment
error of the quantum computer using the maximum likelihood estimation.

The imperfect initial state is parametrized as the density matrix of a one-qubit quantum system pg
limited by physical conditions: it must have a unit trace and be positive semi-definite. The positive
semidefiniteness is ensured in the optimization procedure by expressing pg in the form of Cholesky
decomposition pg = AAT and estimating the matrix A without conditions. The single trace condition
can be added as pgg + p11 = 1.

Measurement error is described by the positive operator-valued measure (POVM). The measurement
is initially performed in z-basis. Measurements in other bases are performed by rotating the qubit
before the measurement. This rotations can’t be considered error-free and therefore they should be
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parameterized as arbitrary rotation matrices and evaluated together with POVM and imperfect initial
state. It should be noted that the error of the qubit rotation operation is significantly less than the error
of the measurement operation. It is reasonable to assume that the qubit rotation error has small effect
on initial state preparation and measurement. One-qubit POVM consists of two operators representing
2 x 2 matrices My, M1: My + M; = 1. Probability of measurement in the initial state pg = Tr(pMy)
and the excited state p; = Tr(pM;). POVM matrices are positive semidefinite and this condition can be
avoided by using the Cholesky decomposition of matrices (as with the initial state matrix).

As a result, we used the likelihood function of the following form to find an estimate of the prepared
initial state pg and operators My, My

In(Lspan) =Y f(s,0)In(Tr(psMy]) + f(s,0)in(Tr(ps(I — M,)]). (1)
b,s
where b € z,z,y is the element index in the set of measurement bases, s € (|0), [1),|+),|—), |i),| —4)) is

the element index in the set of imperfect begin states, f(s,b) and f(s,b) are total numbers of 0’s and 1’s
from measurements, M, = RbMOR;E would require estimating the matrix elements of My, ps = RspoRl
would require estimating the matrix elements of the py.

Reconstructing Kraus operators

Any quantum operation or set of quantum operations can be represented by Kraus operators and
the evolution of the system from the initial state to the final state is described as p = Zj IijOIC; with
the unit trace condition ) j IC}IC]- = 1. Kraus operators are unique up to a unitary transformation and
evolution can also be described by another set of Kraus operators.

For reconstructing Kraus operators for all time delays ¢ = [1...99] we consider the next maximum
log-likelihood function

ln(LIC (ti)) = Z f(S, bv i)ln(Tr[ps (tz)MbD + 7(37 b’ i)ln(TT[ps (tz)(l - Mb)])’ (2)
b,s
where parameters defined as in (1) and ps(t;) = 3_; K; psIC;r».

Non-Markovianity estimation

The non-Markovianity measurement uses the following fact: for any quantum process that can be
described by the time-dependent Lindblad master equation that describes the Markovian dynamics

§0) = = LHO, p0] + Y (L0 L0 = SO L0, p(0)) 3)

with positive decay rates «; > 0 the trace distance D(p;(0), p2(0)) between two initial states can only
decrease. An increase in the trace distance between states in time means a violation of the equation and
the presence of non-Markovian errors, since non-Markovian processes cannot be described by the main
Lindblad equation. Based on this observation, the following estimation of the non-Markovian calculation
was proposed in [5]

Niarkov = max,, (0),p(0) / 0 U(tv P1 (O)a pZ(O))dtv (4)

o>

where o (t, p1(0), p2(0)) = F(D(p1(1), p2(1)))-

Results

We have obtained the initial state and POVM matrices for the first qubit of the 5-qubit ibmq_belem
quantum computer

. 0.9955 —0.0061 + 0.0067¢ Mo — 0.9995 —0.017 + 0.01244 (5)
Po =\ ~0.0061 — 0.0067i 0.0045 0T\ —0.017 — 0.01244 0.0307 '
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Figure 1: Frequency of measurements in the state |0) obtained from the quantum computer for different
depths of the waiting circuit and the estimated frequency at discrete times using SPAM error and sets of
Kraus matrices
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Figure 2: Non-markovianity estimation of the first qubit of ibmq_belem N,,qrk0n = 0.30799

Fig.[I]shows the discrete frequency evolution by Kraus operators. Fig.[2] shows the change of the trace
distance for times ¢; = [0...99]. The estimated value of the non-Markovian measure is a good indicator for
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an attempt to describe the evolution of a qubit by the Lindblad equation in comparison with the value
of the non-Markovianness estimate for a qubit presented in [4].
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Abstract
In order to examine QKD systems for sustainability to the “backflash” attack, it is necessary
to measure the probability of photon re-emission and estimate the maximum possible information
leakage. However, conventional methods of registration ”backflash” photons are not effective enough.
‘We present experimental setups for measuring backflash photons with polarisation, spectral and time-
domain features. Analysis of obtained experimental data demonstrates advantages and drawbacks of
each experimental method.

Quantum key distribution (QKD) systems provide a secure exchange of information between legitimate
users, guaranteed by the laws of quantum mechanics [I]. Nevertheless, QKD systems may be vulnerable to
optical attacks due to the imperfection of the equipment [2]. One of the possible attacks on QKD systems
using single-photon avalanche InGaAs detectors is the ”backflash attack” [3]. Since secondary photons
are emitted back into the communication channel during events related to the counting of avalanche
photodetectors (SPAD), Eve (the eavesdropper) can take advantage of the SPAD vulnerability to reveal
the secret key by passively registering photons using a circulator between Alice and Bob’s communication
channel, and thus obtain information about the encoded state of light.

However, in classical optical reflectometry method [4], electrical gates are applied to the measuring
detector together with each probing laser pulse, which leads to crucial noise during measurement. More-
over, measuring detector registers significant amount of photons reflected from the surface of detector
under test. Reflected and backflash photons overlap each other, therefore, it is of a great challenge to
distinguish backflash photons and accurately estimate the probability of re-emission. Histogram of back-
flash and reflected photon is shown in Figure[l] Accordingly, in order to increase signal-to-noise ratio it
is necessary to develop new methods of measuring backflash photons.

2.5

— Reflection + BackFlash

2.0

=
ul

=
o

Counts, 103

0.5

0.0

326 327 328 329 330
Time, ns

Figure 1: The scheme of correlation “backflash” measurements by optical reflectometry

Firstly, reflected peak could be suppressed by using polarizing filter and polarization controller. How-
ever, backflash is unpolarized emission, thus, total amount of backflash emission will drop twice. The
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scheme of polarizing measurements is shown in Figure [2| Therefore, this method enables to distinguish
the reflected peak from the backflash peak and accurately measure the probability of re-emission.

Pulse T

generator | Synchronization L Time-bin

Measuring Count Histogram
SPAD [T T T g VR

T ?w ﬁ" Jlﬂ\, 1
Synchronization oC E:ZJ"I{ Vi
BackFlash | .. HEEE ]
Pulsed | | polarizing|_,| Optical SPAD under __JI Count
Laser filter Attenuator test

Single photons

Figure 2: The scheme of “backflash” measurements by optical reflectometry, suppressing reflection by
polarization controller and polarizing filter

Another possible method to reduce errors associated with reflection consists in using a CWDM (Coarse
Wavelength Division Multiplexer) in the measurement scheme. Therefore, reflected photons with the
wavelength of 1550 nm will be suppressed. Since spectrum of backflash is distributed over the entire
spectral range of the detector sensitivity, the amount of backflash photons decrease insignificantly. The
scheme of the “backflash” measurements by optical reflectometry, suppressing reflection by the CWDM,
is shown in Figure

Pulse T
generator Synchronization [ Time-bin
Measuring Count Histogram
SPAD [T T T g
. £ e
7y 1l
o *:: r,” ﬂw‘-‘ln W
Synchronization S Wi,
LA \|
BackFlash Wt | L L[]
A 4 IHET“‘
Pulsed |  Optical SPAD under | Count
Laser Attenuator test P

Single photons

Figure 3: The scheme of the “backflash” measurements by optical reflectometry, suppressing reflection
by the CWDM

The time of statistics collection takes a few minutes, however, the measuring SPAD will register 10
re-emitted photons per pulse, which is comparable to the SPAD’s dark noise. In order to increase signal-
to-noise ratio and reduce noise and other parasitic readings of the measuring SPAD we suggest to add
a time correlator into the measurement scheme [5]. In correlation measurements of the re-emission of a
single-photon detector, an electrical gate is applied to the measuring SPAD only if the detector under
test is triggered. This increases the signal-to-noise ratio. The scheme of correlation measurements of the
re-emission of a single-photon detector by optical reflectometry with a time correlator is shown in Figure

2]
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Time-bin correlator

Measuring
SPAD Counts
Measuring Delay Pulse
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Single photons Delay
Pulse DUT Counts

generator 1

Synchronization

Figure 4: The scheme of correlation “backflash” measurements by optical reflectometry

This correlation measurements method has an important advantage: the contribution of reflected
photons depends on the mean photon number per pulse (u). Since the measuring detector can register
photons only if the detector under test is triggered, this measurement method enables to increase the
signal-to-noise ratio by at least two orders of magnitude. Furthermore, while using the optimal value of
1 < 1, the contribution of reflected photons becomes significantly smaller, and the histograms of reflected
and re-emitted photons do not overlap. Thereby it is possible to accurately calculate the probability of

“backflash” re-emission.
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Abstract
We present a method for evaluating measures of protection against the laser damage attack, which
can assist the developers make the QKD system more secure. Based on this criterion/method, the

resistance to LDA of permanent fiber optic attenuators widely used in QKD fiber optic systems was
analyzed.

Introduction

Quantum key distribution (QKD) System provides a secure exchange of information between legiti-
mate users, guaranteed by the laws of quantum mechanics. However, if the eavesdropper (Eve) changes
the absorption of the fiber optic attenuator widely used for single-photon state preparation, then the
safety of such a system will be at great risk [I]. In Alice, a fiber optical attenuator is usually the last
component that interacts with laser radiation before passing through the quantum channel. However, for
eavesdroppers, the attenuator is the first component, which can be attacked by high-power laser radiation.

Experimental setup and results

We have developed a method for evaluating the effectiveness of protection measures to assist the
designer of QKD systems. Such an approach is an essential element of research, for only by reflecting on
practice can development of QKD systems be generated. We have simulated the changing attenuation (IT)
and the average number of photons on the probability of the appearance of two photons in a pulse. The
simulation graph is shown in Fig.[Th. Such study help designers will be able to determine the changing
absorption that will compromise the security of their system. By making a planar section of the graph
with the mu used in the quantum protocol, one can determine the threshold for attenuation change, as
shown in Fig.[Tp.

P (n>1, p, IT)

1, ph./pls. 0.5 g ‘ 3

Figure 1: (a) Graph the changing attenuation (II) and the average number of photons on the probability
from the appearance of two photons in a pulse, (b) Graph the changing attenuation (II) on the probability
from the appearance of two photons in a pulse at u = 0.5
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The experimental setup for LDA is shown in Fig.[Il CW laser radiation with a high power up to 5.5
W at a wavelength of 1561 nm is directed along with the fiber to the studied sample of the attenuator
(DUT). As a result of DUT heating, the absorption of the attenuator may increase providing single-
photon state corruption [I]. To monitor the change in the DUT absorption, another CW laser is installed
in the experimental setup at a wavelength of 1547.315 nm. High power coupler of 90/10 was used both
to control the 2 laser power (10%) and to transmit laser power to the DUT (90%). High power circulator
was used on one hand to deliver the CW high-power radiation to the DUT and another hand to transmit
2 laser power to the detection system after the DUT. The spectral filter (set for the 2 wavelength) is
installed in the detection setup to cut off the reflected radiation from the high-power CW laser. The
attenuator in front of the SF was used to prevent laser damage from the reflected radiation of the high-
power laser. High power optical isolator after LD2 was used to prevent laser seeding effect from high
power laser [2]. The fiber fuse effect from high power radiation may occur in the DUT. A fiber spool with
100 m of SMF-28 fiber was added to the setup as protection for high-power laser. Using this experimental
setup, the changing attenuation can be calculated using Equation .

Pm - Pm.Te
II; = 10 log ( ’I;Mlt P f), [dB), (1)

where

P, st.pam1 — the value of the average power at the receiver PM1 before exposure to powerful laser
radiation on the component, W,

Py, ref — the value of the average power that is reflected from the sample, W,

P, pa1 — the value of the average power at the receiver PM1 during exposure to powerful laser
radiation on the component, W.

LDI

Figure 2: The experimental setup. LD1 — 1 laser diod; Amp — er-doped fiber amplifier, Circ— fiber-
optic circulator; FS — fiber spool; Coupler —90/10 fiber optical coupler; PM1, PM2 —power meters;
SF— spectral filter, Att — attenuator; ISO —high-power fiber optical isolator; DUT— device under test,
LD2 — 2 laser diode; LT - fiber optical light trap

Using this method, we studied the effect of LDA on 3 same pieces of widely used commercially available
attenuators with 10 dB absorption, shown in Fig.[3|b. Experimental data on the changing attenuation of
the DUT under high-power CW radiation is shown in Fig.[J]a. Using the proposed method, the results
obtained show that the change in DUT attenuation, under the influence of high-power radiation, leads
to an increase in the probability from the appearance of two photons in a pulse by 11%. Therefore, the
10 dB attenuators used are not resistant to LDA.
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Figure 3: (a) Attenuation deviation of DUT under high-power CW radiation, (b) Image of used 10-dB
attenuator

References

[1] Alferov, S.V., Bugai, K.E., Pargachev, I.A., Study of the Vulnerability of Neutral Optical Filters Used in
Quantum Key Distribution Systems against Laser Damage Attack. Jetp Lett. 116, 123—-127 (2022).

[2] Angi Huang, Alvaro Navarrete, et.al., Phys. Rev. Applied 12, 064043 (2019).

14



/’/\A\

Miass, Russia February 26 — March 4, 2023

6th International School on Quantum Technologies
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Abstract

We present an experimental setup for blinding attack with modulated bright light with the op-
portunity of changing pulse width in the range of 5-20 ns at various repetition rates. Then we are
comparing the conventional defense method via bias current analyses during CW and bright pulse
blinding.

Quantum Key Distribution Systems (QKD) provide a secure exchange of information between legiti-
mate users guaranteed by the laws of quantum mechanics. There are many attacks on the conventional
components of QKD systems, and one of the most promising and dangerous for whole system security is
the blinding attack of single-photon detectors [1]. When blinded, the single-photon detector is switched
from Geiger mode to linear mode and, thus, ceases to be sensitive to single photons. This attack can
allow the eavesdropper (Eve) to fully control the APD triggering and thereby impose his key [2].

An experimental setup for carrying out the blinding attack is shown in Fig. 1. Laser radiation passes
through a polarizer and enters an amplitude modulator based on a Mach-Zehnder interferometer. The
phase modulator is connected to a power supply, which brings it to the operating point corresponding
to the minimum transmission of the modulator. A signal of a certain shape is fed to the high-frequency
output of the modulator, which will set the shape of the optical signal going to the single-photon detec-
tor. Then the radiation hits the 90/10 beam splitter. From the 90% output, the radiation enters the
wideband 20 GHz photodetector module, which monitors the signal shape. From the 10% output, the
laser pulse goes to the attenuator, and from it to the single-photon detector. The single-photon detector
is a commercially available device with software and electronics that allows monitoring the detector pa-
rameters such as counting rate, bias current, and temperature. The detector operates in gated mode and
is synchronized using the signal generator with a frequency of 10MHz. We perform the blinding attack at
different pulse widths using a signal generator and monitor the level of bias current. Then, we compare
the bias current during CW and pulse single-photon detector blinding. Data depicted in Fig.2 clearly
shows that blinding using modulated light causes the rising of the bias current less than CW blinding
which proves that bright light pulses are more effective than CW blinding. However, increasing the bias
current is enough to be detected if corresponding electronics components would be chosen.

SIGNAL GENERATOR
LASER>—{ POL AM 90/10 0% AIT DUT
90%
PD
OSCILLOSCOPE

Figure 1: Experimental setup (LASER — 1550nm laser source, POL — polarizer, AM — amplitude modu-
lator, 90/10 — 90/10 optical splitter, ATT — attenuator, PD — wideband photodetector module 20GHz,
DUT - single-photon avalanche diode)
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Figure 2: Bias current vs blinding pulse width during CW blinding and modulated blinding against bias
current in normal condition of the SPAD. Inserted fig. — comparing of the experimental blinding pulse
power dependence on pulse width vs theoretical fitted curve.

The inset of Fig.2 shows the experimental blinding pulse power dependence on pulse width fitted by
the theoretical curve. The fitted curve has the form of the hyperbola, which proves that detector-blinding
power depends mainly on the energy in the pulse.
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Abstract

Optical losses must be taken into account when designing quantum key distribution networks.
In this study, we have examined the insertion losses of an optical switch due to changes in ambient
temperature.

Introduction

Switching of optical lines plays an important role in quantum key distribution (QKD) networks.
Switching can be achieved in various ways, including using an optical switch. Like any optical element,
such a switch has its own optical losses. Losses can be caused by different reasons, including changes in
ambient temperature. As is known, the ability to generate shared keys in QKD networks is limited by
the insertion losses in the line [T].

Thus, it is crucial to study insertion losses of an optical switch due to ambient temperature changes.

Experiment scheme

The scheme of the experiment is shown in Fig[l] A 1x12 MEMS optical switch was used for the

| Thermal chamber

|
| [
: |
|
: Optical = : PLC
I switch — Coupler
| = 1x4
CW laser | :

Power meter
2-channel

Figure 1: Experiment scheme

study. The switch was conditioned in a thermal chamber at +1 and +40 degrees Celsius. According to
the specification, the maximum temperature-induced loss deviation is 0.2 dB. A continuous wave 1550
nm laser was used as the radiation source. The power was measured using a 2-channel power meter. The
stability of the laser was controlled by removing a part of the radiation by a 1x2 passive splitter with
a 50/50 split ratio. A 1x4 planar coupler (PLC) was used to avoid additional manual re-connection of
optical adapters during loss measurement.
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Table 1: Initial conditions.

Port number Initial port loss, dB  1x4 coupler loss, dB  Total power (incl. losses), uW

1 0.45 7.01 1052.5
4 0.36 6.88 1017.2
7 0.6 6.85 975.2
12 0.38 7.00 1032.9
a) Splitter 50/50 c) Total power
b) Coupler 1x4 2

5,40E-04
5,38E-04
5,36E-04

5,34E-04 1,061E-03

= 532604
E
g 530604

S 5,286-04

1061E-03
5,26E-04

5,24£-04
522604

5,20E-04 1,060E-03
o »

Figure 2: Power at the a) 50/50 splitter output, b) 1x4 coupler output, c) the total power

The average measured losses in the switch ports under initial conditions, the total output power in
both channels, as well as the losses on the 1x4 coupler according to the specification are shown in Table
The insertion losses for a specific port were calculated by the following formula:

Ay = A% — Ag; (1)

where A$%" is the current loss value in the specified port (dB), Ao, is the initial loss value (dB).

As can be seen from Fig. [2h,b, the radiation power is redistributed, that is, the maximum in one
graph corresponds to the minimum in the other. The total power value is more stable (Fig). Indeed,
the standard deviation for the first case is 3.78E-6 and 4.11E-6, respectively, while for the total power is
3.76E-7.

The changes in losses after 1-hour temperature stabilization are shown in Fig[3] A positive value in
the graph (hereinafter) corresponds to an increase in the insertion loss.

The insertion loss changes (port 1) during 1 hour of temperature increase to +40 degrees are shown
in Fig[d] The sharp drops in the graph are probably caused by the changing transmission in detachable
optical connections due to the periodic switching on of the thermal chamber compressors.

Conclusion

The change in the losses of all investigated ports is within 0.2 dB as specified by the manufacturer.
The observed deviations during 1-hour measurement are most likely caused by the external influence of
the vibrating thermal chamber.
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Figure 3: Loss change within 1 minute after temperature stabilization: a) +1 degree, b) +40 degree
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Figure 4: Loss change during 1-hour of temperature increase to +40 degrees
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Abstract

Large-scale quantum communication have just become a reality as a result of successful satellite
quantum communication experiments. Here we present a semi-empirical quantum key distribution
(QKD) model between the Micius satellite and our actual ground stations as a more practical method
for analyzing the elements of a future quantum network. Based on the measured parameters of ground
stations with telescope apertures of 300 mm and 600 mm we have obtained the modeled secret key
lengths that differ by 3.2 to 4.6 times for several typical satellite passages. Therefore, the small-scale
ground station can be useful for satellite-based QKD experiments.

Quantum communication technology provides a potentially unhackable communication channel for the
exchange of encryption keys and also long-term data security [I]. Typically, quantum communications
are restricted to a few hundred kilometers and rely on photon states being exchanged through an optical
fiber [2, B]. The idea of using a satellite as a quantum trusted node is proposed to expand the range of
quantum communication.

Here, we present a semi-empirical satellite-to ground QKD model for a more realistic analysis of de-
veloped ground stations with 0.3 m and 0.6 m telescope apertures. Based on the measured characteristics
of an atmospheric channel and optical ground systems, we compare the secure key rate and error rate for
both QKD receivers.

Satellite-to-ground communication geometry and link efficiency

To determine channel efficiency in a satellite-based QKD model, we calculate the time-dependent
distance d(t) between the transmitter and the receivers, as well as the satellite elevation angle 6z above
the horizon. We consider several typical satellite passages and calculate one passing through the zenith
in a circular orbit.

Channel losses between a satellite and a ground station dynamically change during quantum commu-
nication, which significantly distinguishes this method from fiber optic or terrestrial QKD. In general,
diffraction losses vary as the distance between a satellite and a ground station changes. Additionally,
varying elevation angles result in varying effective thicknesses of the atmosphere during light transmission.

The diffraction loss can be calculated using the laser source divergence vy, communication channel
length d, and effective receiving area with the telescope diameter D7 and obstruction € of the secondary
mirror, as follows eD2./(vd)?. Meanwhile, the atmospheric extinction has been estimated via 600-mm
ground station. We measure the fluxes of stars with different elevation angles and known magnitudes
outside the atmosphere in spectral range (845 nm-855 nm) [4], and defined the atmospheric extinction
coefficient sr.

Hence, link efficiency, or the overall transmission of photons at 850 nm between the Micius satellite
and a ground station, is given by

eD2

— 2 CSC . —U. CO 2
U(t) — (Vd)Z . 10 0.4 Or; (1 0.0012 cot 9El)7]optﬁd@t, (1)

where 7,,¢ is an optical efficiency of the respective ground station and 74e; is a quantum efficiency of a
single photon detector.
Table [1| summarizes the baseline parameters of the setups required for further modeling.
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Table 1: Parameters of the experimental setups for simulating link efficiency between Micius satellite and
the ground stations [4]

Dy (mm) € Nopt _ TMaet 7 (Rad) >
300 0.81 0.44 0.55 10—° 0.23-0.34
600 0.73 027 055 107°  0.23-0.34

Satellite-to-ground QKD analysis

We simulate a satellite-to-ground QKD experiment using the BB84 decoy-state protocol [5]. We
determine the sifted key rate (SKR) and quantum bit error rate (QBER) of the designed receivers. Then,
we estimate the secret key length by applying data post-processing for signal state QKD.

Figure [I] presents the simulated QKD characteristics for signal intensity pulses during the satellite
passage with a peak elevation angle of 32.5° and for the theoretical zenith passage. Table [2[ shows the
length of the input sifted keys and the estimated length of the secret keys throughout the time of At.

304 Op* =32.5° —— SKR, Dr=300mm 1 ---- QBER, Dr=300mm Ot =90°
—— SKR, Dr=600mm [ ---- QBER, Dy=600 mm L5

[Sv]
ot

Do
f==}

~~~~~

—_
fe=}

Sifted Key Rate (kbit s7)
&

Time, t (s)

Figure 1: Modelled sifted key rate and QBER of signal states during the satellite passage above a ground
station on October 31, 2021 and during the zenith satellite passage. The computations are carried out
for clear weather conditions and for elevation angles greater than 20°.

Table 2: Sifted key length vs secret key length (SKL) for practical receivers in simulated satellite-to-
ground QKD experiment. Calculation presented for the 300 mm / 600 mm ground stations.

Passage Sifted Key Length (kbit) SKL(kbit)

2021-10-31 (0" = 32.5°, At =221 s) 547 / 1207 40 / 182
2021-03-23 (07" = 42°, At =260 s) 859 / 1897 101 / 357
2021-03-09 (077" = 57.5°, At =283 s) 1263 / 2790 187 / 600
Zenith passage (07" = 90°, At =285 s) 1586 / 3505 260 / 803

We applied the model to our ground stations and analyzed the secure key generation performance
with Micius satellite based on the features of our ground stations and measured air losses. The secret key
lengths of ground stations with 300 mm and 600 mm apertures differ by 3.2 to 4.6 times, while consider
typical satellite passages with different peak elevation angles, whereas telescope areas differ by four times.
It demonstrates that small-scale ground stations can be useful for satellite-based QKD experiments.

This work was supported by the Ministry of Education and Science of the Russian Federation in the
framework of the Program of Strategic Academic Leadership “Priority 2030” (Strategic Project “Quantum
Internet”).
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Abstract

The study examines the vulnerability of the balanced detector in quantum key distribution systems
due to limitations in electronic components. It experimentally determines the relationship between
average intensity values and applied radiation power, and identifies the saturation threshold and level
of noise in the signal. The findings can aid in identifying potential blinding attacks and provide
insight into defense strategies.

Introduction

The importance of secure data transfer cannot be ignored in today’s world, for which various methods
are utilized. One of the most promising methods is Quantum Key Distribution (QKD) systems, which
provide secure encryption key transfer at a fundamental level. These systems allow two remote parties,
commonly referred to as Alice and Bob, to establish a secret key over a public quantum channel through
classical communication [I]. However, there are various vulnerabilities in quantum networks that can be
exploited by intruders, potentially compromising the encryption key transmission. QKD systems based
on continuous variables rely on coherent detection, using a device such as a balance detector.

Balanced Detector

The focus of this study is on the security of the balance detector (BD), a critical component in
quantum key distribution systems. The BD comprises both optical and electronic components. The
aim is to address potential vulnerabilities and identify strategies for defense against potential attacks [2].
The main source of electronic noise in the balanced detector (BD) is attributed to thermal noise in the
transimpedance amplifier (TIA) circuit. To accurately detect quantum signals, the BD must distinguish
shot noise from electronic noise. The dispersion of the BD output signal is a measure of shot noise, which
is determined by observing its linear dependence on the power of the local oscillator (LO) [3]. Electronic
noise is determined by comparing it to the dispersion of shot noise in the absence of a quantum signal
applied to the BD.

Blinding attack

A blinding attack aims to saturate the balance detector by sending high-power radiation to its signal
port or local oscillator. The experiment measured the dependence of average intensity value on power
and dispersion value, i.e. excessive noise, a key parameter in monitoring CV-QKD. The result of the
experiment measurements is shown in the Fig.[l At a power of around 7 pW, the balanced detector
switches from linear to nonlinear operation, causing photocurrent to exceed permissible levels and lead-
ing to saturation of the electronics, also known as blinding of the balance detector and appearance of
vulnerabilities. If the balanced detector reaches saturation mode when an intruder intervenes, and legiti-
mate users will measure the variance, then there is a chance that according to their data, the excess noise
is below the threshold value, which means that everything is sort of fine, and the users will accept the
compromised keys. The intruder, on the other hand, can listen to the classic channel, which is needed to
match the post-processing, in order to copy the the same post-processing on their data to get identical
keys.
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Figure 1: Illustration of balanced detector in a saturation mode with the formation of a vulnerable zone
caused by linear mode boundary crossing the dispersion line
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Abstract

In these paper we considered affect of chosen wavelanght at possibility of Trojan-horse attack in
1500—-2100 nm spectral range. We showed that insertion losses of investigated system strongly affect
at Trojan-horse attack possibility. We also showed that affection of photon number per pulse and
photon number at sidebands compensate each other in 1500-2100 nm.

Introduction

Quantum communications systems are protected by fundamental physical laws. Nevertheless it is
possible to use loopholes of equipment to extract information about distributed bit sequence. Searching
of such loopholes is an area of quantum hacking. One on the powerful ways to extract information about
distributed bit sequence is Trojan-horse attack [1l 2]. For realisation of these attack, eavesdropper send
to Alice’s or Bob’s system scanning pulses which interact with optical parts of system. For example such
pulses may interact with phase modulator when the process of state settings is on, and then reflect back
to eavesdropper. Eavesdropper can find such wavelength which reflect back with minimal attenuation
comparing with another available wavelengths. To close that loophole, possibility of Trojan horse attack
investigated in 1000-1800 nm range [3|, [4]. Nevertheless it was shown that Trojan horse attack possible
beyond these range [5]. In these work we analysed possibility of Trojan horse attack in 1500-2100 nm.

Results

Corresponding to [6] one can assume possibility of Trojan horse attack realisation against subcarrier
QKD [7] as:

1—e2¢
x(w) = h(——). 1)
where h(z) = —zlogy(x) — (1 — z)logy(1 — x) is binary entropy function, and u is the mean photon

number of all sidebands in the spectrum.
Mean photon number can be estimated as:

pp= M-N-107 (2)

where M is mean photon number at side bands, N is number of photons per pulse with with fixed
frequency of state changing for maximal possible power of scanning pulses (10 W) and T is insertion
losses of investigated system.

One can find that not only insertion losses of system T has spectral dependence but also M and
N. And if N depends only on wavelength chosen as scanning, M strongly depends on phase modulator
material.

As an investigated material we choose lithium niobate which is one of the mostly used materials in
fiber phase modulators. Number of photons at sidebands depends on applied on crystal voltage and for
the same voltage it is different for different wavelengths. To limit our calculations we investigate affect
of listed parameters for 1500-2100 nm spectral range.
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Figure 1: a) Spectral dependence of photon number mean per pulse, b) spectral dependence of photon
number at sidebands c¢) Holevo bound evaluated for mean photon number of an output probe beam,
tp (?77), dependent on insertion losses

In Figure [[]a and b we showed wavelengths dependence for photon number per pulse and photon
number at side bands presented in dB relatively to 1550 nm as 0 dB. We used such presentation to simplify
our calculations and use data as an amendment to insertion losses. Photon number per pulse is increase
and photon number at side bands decrease with wavelahght. In Figure ¢ we presented calculated
Holevo bound. For insertion losses < —130 dB Trojan-horse attack is impossible and for > —100 dB
permit to eavesdropper to get full information about distributed bit sequence.

Conclusion

Insertion losses of investigated system strongly affect at Trojan-horse attack possibility. Affection
of photon number per pulse and photon number at sidebands compensate each other in 1500-2100 nm.
Trojan horse attack is possible for meaning of insertion losses > —100.

The study was partially funded by the Ministry of Education and Science of the Russian Federation
(Passport No. 2019-0903).
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Abstract

Quantum key distribution systems (QKD) are able to provide data transmission security guaran-
teed by the fundamental laws of physics. Nevertheless, real systems can be subject to a number of
attacks, which become possible both due to the peculiarities of the transferred quantum states and
imperfect technical implementation of such systems. To achieve secrecy during key distribution, it is
necessary to take these attacks into account and equip the system with protection by adding active
and passive optical elements to it, as well as modifying the quantum protocol. The examination of
attacks on QKD systems is carried out during certification works. This report highlights the rele-
vant attacks on QKD systems, the methods of protection against them and the main approaches to
security analysis of QKD systems.

Quantum key distribution (QKD) systems can theoretically provide unconditionally secure key shar-
ing between two parties, often called Alice and Bob, guaranteed by laws of quantum mechanics [T}, [2].
However, practical imperfections in the implementation of such systems make it necessary to verify that
an eavesdropper (Eve) is not able to steal the secret key exploiting security loopholes [3]. Here I provide
a survey of the relevant attacks on QKD systems.

The straightforward way to attacking the QKD system consists in a ”Man-the-Middle” strategy
which only operates with the quantum states in the communication channel. The simplest example is
the Intercept-Resend attack in which Eve carries out measurements on the individual quantum states the
same way as Bob. She encodes the measurement outcome in new quantum states and eventually deliver
them to Bob. Such attack represents no threat for BB84 protocol and alike as far is being accompanied
by quantum bit error rate (QBER) rise. Moreover, the information gain is not optimal for an adversary,
so the Translucent, the Collective and the Joint attacks take place [4] (see Fig.. It is known that the
collective attack provides the maximum information gain for BB84 protocol. Despite being detected by
QBER rise, such attack serves as a foundation for conducting and, hence, accounting for side channel
attacks.
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Figure 1: The Translucent (a), the Collective (b) and the Joint attack (c). Each line represents a qubit,
the crossed line is a set of qubits. The M-labeled device represent a measurement station, the floppy disk
is the quantum memory.
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An implementation of weak coherent pulses (WCPs) instead of single-photon radiation leads to another
class of attacks, known as the Photon Number Splitting (PNS) attack and the Beam-Split (BS) attack.
These attacks consider the different ways of splitting the legitimate radiation remaining invisible. To
mitigate such atacks one must consider proper protocol modifications, such as the Decoy-State method
[5]. Note that today the complete implementation of the PNS and BS attacks seems unrealistic since the
quantum memory and no-loss optical channel are not invented yet.

Another class of attacks is based on utilization of side channels. These attacks let Eve to identify a
portion of a secret key measuring the state of an auxiliary quantum system, i.e. a side channel state,
thus, avoiding the rise of QBER. Such attacks are the Trojan Horse attack (THA) [6], the Backflash
attack (BFA) [7], and the attack based on measuring the radio emission from electronic apparatus. In
absence of proper defensive measures these attacks represent a critical threat to communication security.
A set of optical elements (such as optical isolators, circulators, bandpass filters, watchdog detectors, etc.)
and protocol modifications must be applied to a QKD systems to avoid them.

The attacks aimed to impose the Bob’s measurement outcomes belong to the Fake States attacks
(FSA) class. They usually exploit the single photon detectors based on single photon avalanche diodes
(SPADs) vulnerabilities. It appears that the SPADs become sensitive to classical radiation under certain
conditions, which makes them vulnerable to such attacks as continuous and pulsed Detector Blinding
attack (DBA) [8], the Aftergate (AG) attack and the Detector Efficiency Mismatch (DEM) attack. Unlike
the side-channel attacks, it is usually impossible to mitigate FSA by means of communication protocol,
therefore, specific technical measures, such as the SPAD current monitoring, must be implemented.

Finally, there exist a type of preliminary attacks aimed to change the properties of Alice or Bob
station affecting the magnitude of states departing from Alice or Bob station (both legitimate WCPs
and gained from THA or BFA) or Bob’s measurement probabilities. These are the Laser Damage attack
(LDA) [9] and the Laser Seeding attack (LSA) resulting in either permanent or reversible damage of
optical elements inside the QKD system. It gives Eve an opportunity to succeed, for instance, in PNS
attack, BS attack, THA or BFA. It is important to make sure that the QKD system is sustainable to
high power radiation for these attacks to fail.

In conclusion, there is a variety of attacks on QKD systems. To ensure the secure communication
each of them must be taken into account. Implementing the proper defensive mechanisms and subsequent
certification checkup are necessary for every QKD system to provide unconditional security of quantum
communication.

References

[1] S. N. Molotkov, Journal of Experimental and Theoretical Physics, 114, 168 (2014).

[2] M. A. Nielsen and I. L. Chuang, Quantum Computation and Quantum Information (2000).
[3] N. Jain, Contemporary Physics, 57:3, 366-387 (2016).

[4] S. N. Molotkov, JETP Letters, 111, 653-661 (2020).

[5] Z. W. Yu, Physical Review A., 88 6 (2013).

[

6] I. Sushchev, Proceedings of SPIE, Emerging Imaging and Sensing Technologies for Security and Defence VI,
11868 (2021).

[7] S. Bogdanov, Proceedings of SPIE, Quantum Technologies, 12133 (2022).
[8] D. Bulavkin, Proceedings of SPIE, Quantum and Nonlinear Optics IX, 12323 (2022).
[9] K. Bugai, International Conference Laser Optics 2022, 1-1, (2022).

29



/’/\A\

Miass, Russia February 26 — March 4, 2023

6th International School on Quantum Technologies

Multi-mode delay interferometer for phase-encoded QKD over free-space
channels

Vladislav Tretiakov!*, Konstantin Kravtsov!

YMSU Quantum Technology Centre, 119991 Moscow, Russia
*E-mail: tretiakov.vv18@physics.msu.ru

Abstract

Quantum key distribution (QKD) is a quantum communication protocol based on principles of
quantum mechanics, information carriers in which are quantum objects such as photons. Implemen-
tations of QKD utilizing fiber communication lines are widespread. The phase encoding is commonly
used in such lines. Meanwhile, in free-space channels, polarization-encoded protocols are usually used
due to their relative implementation simplicity and robustness of polarization in free-space propa-
gation. It would seem to be impractical to use a phase encoding across free-space channels due to
distortions of temporal and spatial modes of photons during propagation through an atmospheric
turbulence. Here, we investigate free-space delay interferometer which performs passive optical cor-
rection of multi-mode signal. So far we have observed the visibility ~ 95 % for single-mode signal and
~ 93 % for multi-mode signal, which allows us to believe that practical QKD implementation with
this interferometer is possible. Also we show that the interference visibility for a multi-mode signal
is relatively independent of the length of the multi-mode fiber at the input of the interferometer.

Introduction

Quantum key distribution (QKD) [I] is a method of sharing secret keys between two legitimate parties
involved in the communication process. QKD over fiber communication channels has achieved great
results and QKD experiments over 421 km fiber were demonstrated [2]. However, there is a fundamental
limitation in increasing of communication distances over optical fiber due to its internal losses. Free-space
QKD experiments are usually based on polarization-states protocols, since they are simple to implement
and the polarization is almost not affected by the atmospheric turbulence.

Considering free-space quantum channels it is important to note that the implementation of polarization-
state protocols implies quantum measurements to be conducted directly in the free-space channel, conse-
quently the receiving telescope can not be separated from the measurement device by significant distances.
However, sometimes it’s convenient to collect signal after the receiving telescope into an optical fiber and
transmit it to the place where it can be comfortably measured. Either single-mode or multi-mode optical
fiber can be used for this purpose. In the first case, it’s appeared to be impractical to collect into a
single-mode fiber the signal which is distorted by atmospheric turbulence, because a large loss level oc-
curs. In the second case we need to refuse from polarization-states protocols because information about
the polarization is lost when signal enters a multi-mode fiber. A convenient alternative to them is a phase
encoding [4]. However, commonly used delay interferometers don’t allow to obtain required interference
visibility with a multi-mode signal.

Here we investigate a multi-mode free-space delay interferometer for analyzing phase-encoded pho-
tons. Such interferometer can be used in implementation of QKD protocols based on phase encoding.
Experiments on visibility measurements with such an interferometer have been already conducted [3].
However, the delay value was only 2 ns, meanwhile we demonstrate free-space delay interferometer with
the delay equal 5.7 ns. There are some limitations (lower bounds) on the delay time due to multi-mode
dispersion, which leads to broadening of pulses propagating through the multi-mode fiber. So the phase
encoding QKD implementations over installed multi-mode fiber communication lines is another purpose
of this research.

Experimental setup

Experimental setup of our multi-mode free-space delay interferometer is depicted in the Fig.
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Figure 1: Schematic experimental setup. We used CW laser at the wavelength 850 nm, SMF - single-
mode fiber, MMF - multi-mode fiber, P - polarizer, B.S - beamsplitter, M;, My - flat mirrors, Ly, Lo -
thin lenses, PM - phase modulator, D - detector

The main feature of this delay interferometer is a presence of 4f-scheme in its long arm, which induces
the correction of the multi-mode signal’s wavefront and leads to indistinguishability of two arms of the
interferometer for different spatial modes. It was shown in [3] that an unbalanced delay interferometer
without any additional optics does not possess such feature. Distinguishability or indistinguishability of
interferometer’s arms means the absence or presence of the interference visibility respectively.

It can be mathematically shown that in the paraxial approximation the 4f-scheme is equivalent to a
flat mirror located in the focal plane of the lens Lq, so this delay interferometer effectively becomes the
balanced Michelson interferometer providing all distances are matched correctly (Fig. [2]).

Interference visibility

This type of interferometer has been already investigated [3] by Jin et al, and the interference visibility
was Vsingle =~ 0.91, Vi = 0.89. Here we demonstrate that it is possible to obtain higher values of
visibility. Also for the best of our knowledge it has not been yet shown that the visibility does not depend
on the length of a multi-mode fiber at the input of interferometer, so the next step is to investigate this
dependence. Such research is important beacause this interferometer is supposed to be at a distance of
tens or hundreds of meters from the receiving telescope. The results of this research are presented in the

table [d]

Table 1: Values of interference visibility for different lengths of the fiber at the input of free-space delay
interferometer.

Fiber Visibility
Single-mode 0.95+0.01
Multi-mode ¢50 um, 1 m  0.93+0.01
Multi-mode ¢50 um, 25 m  0.93+0.01
Multi-mode ¢50 um, 50 m  0.92+0.01
Multi-mode ¢50 um, 100 m  0.93+0.01

This results show that the visibility is relatively independent of the length of a multi-mode fiber at least
at the distances of hundred meters, so this interferometer can be separated from the receiving telescope,
which is very convenient for a practical implementation of QKD protocols over free-space channels.

So far we have connected single-mode and multi-mode fibers directly, but in real applications in free-
space quantum cryptography it is supposed that a signal passes a turbulent atmosphere and only after
that it is collected into a multi-mode fiber. So the question is: will we observe the same interference
visibility if we introduce an atmospheric channel into our experimental setup? To answer this question
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Figure 2: The role of the 4f-scheme in the setup: it reconstructs a wavefront in the focal plane of the
lens L1, so we obtain balanced Michelson interferometer, but it is still a delay interferometer, which is
important for an implementation of the QKD phase encoding protocols.

we used a turbulator, which simulates the presence of the atmosphere. So we are going to carry out such
an experiment and to perform the results on the 6th International School on Quantum Technologies.
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Abstract

BBM92 is one of the most well-known entangled-based quantum cryptography protocols. This
work discusses the use of active basis choice and time multiplexing as BBM92 implementation mod-
ifications that reduce the number of detectors, considers the use of time shift attacks as applied to
entangled-based protocols, and also proposes an optimal implementation scheme.

In addition to the common prepare-and-measure quantum key distribution method, there is an ap-
proach based on the transmission and analysis of entangled pairs, first described in the Ekert protocol [IJ.
Such protocols are not susceptible to source substitution [2] and provide security against individual at-
tacks [3]. One of these protocols is BBM92, which is an analogue of BB84, but its implementation uses 8
single-photon detectors (Fig. [1)), which makes its use impractical compared to the prepare-and-measure
protocols.

An effective way to reduce the number of detectors is active basis choice, which consists in using
electro-optical crystals such as lithium nobate as polarization modulators (Fig. The interlocutors
randomly choose one of the 2 measurement bases by applying the appropriate voltage to the crystals and
changing the polarization of the photon in their subspace. This allows to reduce the number of detectors
in the BBM92 scheme to 4.

There is also a modification that uses, in addition to the active choice of the basis, time multiplex-
ing. There are implementations of prepare-and-measure protocols using time-multiplexing [4], but this
approach can also be applied to entanglement-based protocols [5]. After passing through the phase mod-
ulator, the signal enters the polarizing beam splitter and the part that has passed along the upper path is
delayed (Fig. . The pieces then unite in the coupler and hit the detector, so Alice and Bob can identify
the measured bit by the arrival time of the pulse. Such an implementation, despite all the advantages, is
of dubious efficiency, since it may be vulnerable to a timing attack, which has also been described only
for prepare-and-measure protocols. In this work, its application to entangled-based protocols was studied
and an implementation resistant to it was proposed.

Methods

For all the described variants of the implementation of the BBM92 protocol, the actions on the state
generated by the source were described and the probabilities of detecting different states were calculated.
Also, the principle of the time-shift attack was described applicable to entangled-based protocols and the
analysis of the probabilities of measurement by the interlocutors showed the effectiveness of this attack
in a scheme using time multiplexing. As an alternative, a protocol with active polarization state choice
has been proposed, which also consists only two detectors (Fig. Interlocutors not only choose basis
but also a polarization state by choosing one of 4 phase shifts. It has been shown that the probability
distribution in this case is similar to the original implementation of BBM92. At the same time, the
absence of time multiplexing does not allow using the time-shift attack.

Results

Departing from the BBM92 protocol in its original implementation, realization of the protocol based
on electro-optical modulation technique has been described and discussed extensively; typical relevant
values of the voltages to be aplied to the crystals were estimated. In this case, it was shown that the
active basis choice is an effective way to modify the implementation of the protocol, since it does not
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affect the probabilities of detecting various states and decreases the number of detectors in scheme. It was
also shown that the time-shift attack can be adapted to protocols on entangled states, which makes the
use of time-multiplexing impractical, since Eve in this case can receive complete information about the
final key. An scheme for active choice of the polarization state was proposed, which allows implementing
the BBM92 protocol using 2 detectors in the scheme, and at the same time is not vulnerable to time-shift
attack.
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Figure 1: BBMO92 circuit with passive basis choice. PBS — polarized beamsplitter, SPD — single photon
detector, BS — symmetrical beamsplitter
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Figure 2: BBM92 with active basis choice
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Figure 4: BBM92 with active polarization state choice
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Abstract

In this work, the use of vortex beams in the free-space QKD system with phase encoding under
the condition of a turbulent atmosphere and their comparison with Gaussian beams are studied.
Numerical simulations of signal transmission for two types of carriers in different turbulence conditions
are obtained. The possibility of phase modulation preservation with additional modulation and
demodulation of the vortex beam is also shown.

Introduction

Currently, there are many QKD protocols that encode information using various characteristics of
electromagnetic radiation. Thus, the most commonly used QKD protocols in free space are based on
polarization states of light. Despite the prevalence of this approach, it has a number of significant
drawbacks. Firstly, such systems require the use of elements of the QKD complex that ensure the
preservation of radiation polarization, which reduces the commercial potential of such systems. Secondly,
systems based on polarization coding do not provide spatial invariance of the orientation of receiving and
transmitting telescopic devices used for input/output of radiation from optical fiber, which requires the
introduction of additional methods of compensation for polarization rotation, complicating the system
and limiting its performance. As an alternative to the method described above it was proposed to use
a phase coding protocol that removes the presented limitations and is used, for example, in a subcarrier
wave QKD system [I]. An important feature of all QKD systems using an atmospheric communication
channel is the effect of scattering particles and atmospheric turbulence on the propagating radiation,
expressed in the maximum transmission range shortage and the key generation rate drop. A measure to
counteract this problem can be the use of vortex beams as information carriers, for example, Laguerre-
Gaussian modes, which are characterized by greater stability when propagating in free space compared
to Gaussian beams [2].

Numerical simulation results

The theoretical model of the propagation process of a signal representing a vortex beam of radiation in
an atmospheric turbulent channel is based on the method of random phase screens [3] in the approximation
of static turbulence (it is assumed that the turbulence parameters do not depend on time and are constant
over the entire length of the propagation channel). The evaluation of the parameters of the QKD system
was carried out in accordance with the developed model of the process of subcarrier wave quantum
key distribution [4]. The theoretical model takes into account the contribution of losses from the Mie
scattering in the atmosphere, depending on the visibility conditions [5], and also considers geometric losses
during signal detection, due to the ”wandering” of the beam as a consequence of turbulence. Beams at
the source plane are depicted on Fig. 1} The results of propagation simulation are presented on Fig.

As the object of study the subcarrier wave quantum key distribution (SCW QKD) system were chosen
[1], the free-space implementation of which is described in [3]. The study of the parameters of this system,
as well as their description, are detailed in [4].

It is worth noting that the propagation of quantum signals from the sender to the receiver is considered
in the approximation of the classical description. In this work we do not consider the quantum effects
such as quantum entanglement, quadrature and photon number squeezing, precisely described in [2] [5].
This approximation was made on the basis of the fact that the protocol used in the SCW QKD system is
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Figure 1: Laguerre-Gaussian modes. Columns show intensity distributions, phase fronts and beam profiles
of Gaussian beam (Top) and Laguerre-Gaussian first mode (Bottom) at the source plane

Figure 2: Intensity distribution, phase distribution and intensity profile in the detector plane of Gaussian
beam and vortex beam at the distance L = 1000 m from the source plane in case of a) rc = 1 m; b) r¢
=0.1m
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Table 1: The results of the study of the shift of the Gaussian and vortex beams’ centers during the
propagation through a turbulent atmosphere at a distance L = 1000 m

rc, m | Average shift, mm | RMS shift deviation, mm
Gaussian Beam 1 8.5 +6.5
Vortex Beam 1 3.3 +1.2
Gaussian Beam 0.1 47.5 +25.6
Vortex Beam 0.1 19.2 +12.0

based on the use of attenuated laser pulses - coherent states (obeying Poisson statistics), which are not
strictly single-photon states (constituting the Fock basis). Numerical estimation of QKD parameters is
shown on Fig. 3] [

- x10°
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Figure 3: Dependence of key generation rate in an atmospheric communication channel on its length for
rc = 1 m (Left), rc = 0.1 m (Right)

These results are in complete agreement with the beam wandering and channel losses estimates. Since
the key generation rate and QBER  are related to the amount of losses in the communication channel, it is
natural that there is a slight advantage with respect to these parameters as well. For 7o = 1 m numerical
curves for key generation rate and QBER are almost indistinguishable: the difference of mean values for
given beams is small and standard deviation values are nearly equal, despite the fact that the vortex
beam shows slightly better results. However, more significant advantage can be seen in conditions with
re = 0.1 m. Average key generation rate for vortex beam is about 5% higher than for Gaussian beam at
L = 1000 m and its standard deviation is noticeably less. Numerical results for QBER, however, shows
less difference between the Gaussian and vortex beams, but may be more significant at longer distances,
which requires further studies.

Experimental scheme and results

To study the possibility of phase modulation preservation during the transition from a Gaussian to a
vortex beam and vice versa in the QKD system on phase coding, an experimental setup was implemented.
The purposed scheme is a classic Mach-Zehnder interferometer, in one of the arms of which modulation
and demodulation of vortex beam were realized. It is important to clarify that the proposed scheme is not
a full-fledged QKD system, but it only imitates the process of phase coding in the classical approximation,
however, the results obtained in this work will also be valid for a full-fledged quantum communications
system.

In the purposed scheme shown in Fig. [6] the He-Ne laser module (LM) with the wavelength of 633
nm were used. This wavelength has already been used in several works on free-space QKD [0} [7, 8] due
to the simplification of the alignment process. The optical radiation was directed to the beamsplitter
(BS1), after which the first laser beam entered the phase modulator (PM), where it acquired a delay of
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Figure 4: Dependence of QBER in an atmospheric communication channel on its length for rc = 1 m
(Left), r¢ = 0.1 m (Right)
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Figure 5: (top left) Profile of a vortex beam modulated on the fork-grating; (bottom left) cross section of
the modulated vortex beam; (top right) profile of the Gaussian beam demodulated on the fork-grating;
(bottom right) cross section of the demodulated Gaussian beam
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0 or m radians, and the second laser beam by the mirror (M1) was directed to beamsplitter (BS2) on
the exit of interferometer. Next, the first beam went through the described above process of modulation
and demodulation of the optical vortex on two fork-gratings (FG1 and FG2). The distance between
these gratings was 42 cm and the first-order diffraction angle was 1.8 degrees. As a result, the obtained
demodulated Gaussian beam by the mirror (M2) was directed to beamsplitter (BS2) on the exit of
interferometer, where it interfered with the second beam. The interference pattern was recorded using
a camera (C) placed at one of the outputs of the beamsplitter (BS2). The intensity profiles of the
obtained interference patterns at different values of the phase delay, which were additionally averaged
over 60 frames to compensate the phase fluctuations in the interferometer, are shown in Fig. [7] From the
obtained results, it can be seen that the value of the introduced phase delay is equivalently reflected in
the recorded interference pattern. As a result, it can be concluded that the process of modulation and
demodulation of the optical vortex does not affect the process of phase encoding and can be used in the
QKD systems with phase encoding.

C -
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Figure 6: Mach-Zehnder interferometer on demodulated vortex beam; (in the dotted frame) selection of
the first order diffraction on fork-grating
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Figure 7: Cross section of the interference pattern at a phase delay of 0 and 7 radians, averaged over 60
frames
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Abstract

Shrodinger cat states in the form of two high-fidelity ”copies” of the target state on the phase
plane can be obtained using a quantum measurement-induced gate based on entanglement with the
ideal cubic phase state used as a non-Gaussian resource [N.I. Masalaeva, I.V. Sokolov, Phys. Lett. A
424, 127846 (2022)]. In our work, we use a non-ideal cubic phase state generated from a finitely
squeezed state as a resource and present an exact solution for the output state of such a logical
element. We consider a more realistic case where the output state is mixed due to the acceptance
interval, and analyze the fidelity of this state with an ”ideal” cat state.

In recent years, the quantum information theory of continuous variables systems (CV) has been
actively developing, both theoretically and experimentally, especially in the context of Gaussian states [1}-
4], which naturally arise in quantum optics. However, there are situations in which Gaussian operations
are not sufficient. To achieve universal quantum computing, it is necessary to introduce non-Gaussian
logical elements [1,)2]. They naturally occur due to the nonlinearity of the system. At the same time, the
minimal nonlinearity sufficient for the preparation of non-Gaussian resource states is cubic.

In our work, we consider a logical gate based on quantum entanglement and projective homodyne
measurement [5,[6], for which the simplest non-Gaussian resource can be a cubic phase state generated
by cubic nonlinearity [7]. The key feature of such a gate is that the measurement result of the ancillary
oscillator provides multivalued information about the canonical variables of the output state, which means
it allows one to generate Schrodinger cat-like states.

We present an exact solution for the output state of the logical element, taking into account the finite
squeezing of the resource state, and show how the squeezing parameter affects the probability of obtaining
states similar to Schrodinger cat states and their fidelity (Fig.. It is easy to see that an increase in
squeezing will not lead to an increase in fidelity, starting from a certain threshold. At the same time,
as can be seen in Fig.[Ip, squeezing significantly increases the probability of the expected measurement
result. This is due to the fact that the probability density per unit momentum interval of the ancillary
oscillator, initially prepared in a cubic state, significantly depends on squeezing.

1— Feat
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Figure 1: a) The infidelity 1 — Fi.,+ between the actual output state and the state of an ideal Schrodinger
cat. b) Probability density P(y,,) of the measurement outcome depending on the initial squeeze of the
ancillary state. Here 1/s > 1 is the stretching factor of the ancilla coordinate quadrature.

Since in a possible experiment the measurement result is determined with a certain precision we

consider a mixed output state. This state occurs when the observed ancilla momentum falls within an
()

car () is in the center of

acceptance interval with the width d centered at y,,. The target cat state v
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the acceptance interval (i.e., when y,, = 7,,) and has a certain amplitude « and phase §. Numerical
calculation of the fidelity F(®) (ym) between the target state and the pure output state obtained by a
projective measurement with a certain result y.,, (Fig.), shows that due to the oscillatory behavior of
the phase within a large acceptance interval, both ”even” and ”"odd” cat states are possible. Thus, if one
has a target "even” cat state, then at certain values of the measured momentum y,,, the fidelity F'*) (Ym)
almost vanishes. It is a purely phase effect. As follows from Fig.2p, in order to preserve high fidelity
F(miz) (ym; d) in the case of a mixed state, it is necessary to use a narrower acceptance interval.

a) _4ed F® ” H n n b) 1'01,7 Fm)
0.8} 0.8
0.6 0.6
04t 04f
021 U U u U U 02r
0 5 10 15 Ym 0 1 2 3 4 5 ¢

Figure 2: a) Infidelity 1 — F(®)(y,,,) between the target even cat state at 7,, = 6.33 and pure state that
correponds to current measurement outcome ¥,,. b) Infidelity 1 — F(™#)(y, . d) between the target even
cat state at §,,, = 6.33 and the corresponding mixed state in dependence on the acceptance interval width
d.

With the use of non-Gaussian states as a resource, there is a problem of quantifying the deviation
of probability distribution shape from the Gaussian, the so-called non-Gaussian measures of quantum
states [8}9], and their applicability to assess the efficiency of quantum gates. One would expect that a
non-Gaussian resource state, for which a correctly chosen measure is larger, would be able to take more
efficiently the result of quantum evolution out of the class of Gaussian schemes with optimal use. In our
case, for the non-Gaussian measures considered, the ”amount of non-Gaussianity” in the output cat state
becomes almost independent of the squeezing parameter with a sufficiently large squeezing degree if the
measured ancillary momentum y,, falls within the range specified before the measurement. However, to
assess the output state, it is necessary to take into account not only the fidelity the prepared states, but
also the probability of obtaining the necessary measurement result. This means that the use of a cubic
phase state with a large non-Gaussianity and Wigner negativity can make the gate less efficient.
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Abstract

The conditions for the generate and destruction of the entanglement state in two coupled flux
superconducting qubits during the formation of regions of the multiphoton transitions due to the
interference of Landau-Zener-Stuckelberg-Majorana are found. Based on the solution of the Flo-
quet—Markov equation, a technique is proposed to adjust the amplitudes of driving fields for effective
control of the entanglement between qubit states while taking into account the effects of decoherence.

Dynamic entanglement control is one of the main tasks in quantum information applications. In recent
years, strategies based on the creation of stationary entanglement have been actively discussed theoreti-
cally and experimentally. Initially, the mechanisms of controlled generation of dissipative nonequilibrium
dynamics were based on weak resonant excitations to adapt relaxation processes [II, [2, 3]. However,
recently, in the framework of amplitude spectroscopy, the processes of stabilization and entanglement
control have been actively studied in the case of strong external periodic influences [4], when interesting
non-perturbative processes arise.

In this paper, a new technique is proposed for the flexible control of entangled states in a system
of coupled flux superconducting qubits, taking into account the connection with the environment. This
control is based on the Landau-Zener-Stuckelberg-Majorana interference (LZSM) [4], where by adjusting
the amplitudes of dc and ac fields, we can both create and control the entanglement in the qubit system.
To explain these effects, we have developed an analytical approach to the Floquet-Markov solution in the
framework of perturbation theory based on tunnel constants of flux qubits for calculating concurrence in
fields of arbitrary amplitude.

We get the Floquet—-Markov master equation for two coupled flux qubits:

9 . i
—:—'Ht,A} ), 1
&= —if(t).p) +Tp &)
with the global Hamiltonian:
~ 1 g
H(t) = -3 ; (a0 +8,0) = 2o Do), (2)
where o7, 67 are the Pauli matrices, with ¢ = 1,2 the index of each qubit. We take / = 1 in this work.

The parameter A, is the tunnel splitting of the qubit levels: |¢(q)> (ground state) and |T(q)> (excited
state), which defines the computational basis. The strength of the interaction between qubits is defined as
g. The qubit is driven by a time dependent bias €,(t) = ¢, + v4 (t), where ¢, is the static bias component
of external field, and v (t) = A4 cos (wt — o) is the harmonic variable part of the magnetic flux of the
microwave amplitude field, A4, and frequency, w, applied to each qubit.

The dissipative operator in Eq. is defined by:

= 3] o] i) <

q=1

w
~~

where T', , I'; and T, are dephasing, relaxation and excitation incoherent rates, respectively; b[&} p=

apat — % {Eﬂ&,ﬁ and the Lindblad operators &2(”, &Sf])7 6(_(1) are expressed via computational basis (as

if there were no coupling, ¢ = 0, and field, v, (¢) = 0. Note that the Eq. is valid in the case
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Figure 1: Dependence of the probability of a multiphoton transition P4 and concurrence C' as a function
of the dc fields €; and e3. Here are the parameters: g = 0.15 GHz, As; = 1.5A; = 0.2 GHz, 4; = Ay =
5 GHz, w=1GHz, I',, =I',, = 0.0001 GHz, I'y =I'y = 0.005 GHz, and 75 = 30 mK.

the incoherent rates are much smaller than all coherent energy scales (approximation of independent
rates). At the reservoirs fundamental temperature 7g, the relaxation and excitation parameters are
related as I, = Ty exp(—AE(q)/TB), where AE(@ is the energy gap of the ¢g-th qubit. We calculate
the average entanglement measure as a concurrence: C (p) = max {0, \y — A3 — Ay — A1}, where \;’s are
real numbers in decreasing order and correspond to the eigenvalues of the matrix R = /\/pp./p, with
~_ (1) (2) « (1) (2)

p=o0y ®oy'poy oy .

Our study shows that the creation of dynamic entanglement is carried out due to the coherent su-
perposition of states induced by external fields at multiphoton resonances [4, [5]. As can be seen on
Fig. ‘ the maximum value of concurrence, C, occurs when the control bias parameters €1 and €9, ap-
proaches the regions of multiphoton resonances of the transition H 1)L(2)> ‘T(l 12 >: €12+9+kw =0,
€1 + €2 + kw & 0, which were obtained by us in the work [5]. To explain the discovered effects, we have
developed an analytical theory for calculating concurrence based on the resonant perturbation theory for
the smallness of the tunnel energies of qubits in Eq. with Hamiltonian (2). A good coincidence of
numerical and analytical results is demonstrated, taking into account decoherence processes.

The work was supported by UNN within the framework of the strategic academic leadership program
“Priority 2030” of the Ministry of Science and Higher Education of the Russian Federation.
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Abstract

In this work, we propose a method for implementing multipartite interaction based on a quantum
nondemolition interaction protocol between multimode light with orbital angular momentum and an
ensemble of cold atoms. We have demonstrated an original method of logical encoding atomic-field
subsystems by the parity of the orbital angular momentum, which makes it possible to introduce a
logical basis that belongs to the space of two-qubit states. We have shown that, the resulting two-
qubit transformation is equivalent to the SWAP transformation operation under the certain physical
conditions.

Today there has been significant interest to high-dimensional (d—dimensional) quantum systems (qu-
dits) due to the possibility of increasing the information capacity of the channel — the amount of infor-
mation that can be encoded in one physical carrier. That turns out to be very useful in the problems
of quantum communication and quantum information processing [I]. Nevertheless, there are still blind
spots in the problem of efficient manipulation of multidimensional quantum states.

The orbital angular momentum (OAM) is one of the exciting resource for constructing a qudit since
the OAM can take any integer values, which allows us to work in the Hilbert space of high dimension [2].
A significant factor is also that Laguerre-Gaussian modes with OAM show high stability and a relatively
high decoherence time when propagating in a turbulent atmosphere [3].

To achieve the universality of quantum computation, it is necessary to be able to implement a universal
set of quantum logical operations. Moreover, in order to create quantum gates, we need to find the
appropriate physical system for the gates’ realization, and the ability to organize efficient interaction
between quantum objects. In this work, the multimode light with orbital angular momentum (OAM)
and atomic ensemble are considered as a physical systems, and quantum nondemolition (QND) interaction
[4] is applied.

In this work, we have studied in detail the mechanism of interaction between multimode light with
orbital angular momentum and an atomic ensemble in the dipole approximation. First, we described a
model for the interaction of an ensemble of cold atoms with a non-resonant field, which is a superposition
of modes with certain angular momentum in the presence of a control field (see Fig. [1). And then
we analyzed the interaction Hamiltonian in this model, which contains all the information about the
evolution of the field and atomic variables. Moreover, one of our aims was to search for the certain
physical conditions under which the interaction is reduced to the mechanism of quantum nondemolition
interaction.

We have shown that phase-sensitive excitation transfer from the even field modes to odd medium
modes and vice versa can be achieved selecting a control field whose OAM is equal to +1. In other words,
in our system we classify all quantum states into states with either even or odd OAM values. This struc-
ture of the atomic-field subsystems allowed us to use the parity modes for the original encoding of logical
states. Therefore, we have deeply studied states with OAM in the framework of quantum nondemolition
interaction in terms of discrete variables. We analyzed the quantum nondemolition interaction of
multidimensional atomic-field systems. In this work, we present the results of the simplest example, the
qubit consideration.

In our analysis, the logical states ”0” and ”1” encode as a superposition of atomic-field states when
excitations are distributed among the subsystems of different parity. Generally, the nondemolition inter-
action of atomic-field systems does not belong to the computational basis of qubits, since the excitation
bunching effect can take place. However, we managed to find a logical basis that belongs to the two-qubit
space.

We have demonstrated that the implemented type of logical operation on atomic-field qubits depends
on the effective interaction constant, therefore, determined by the interaction geometry. We obtained
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that when the value of the interaction constant is equal to 2, the considered logical operation is equivalent
to the SWAP transformation operation. Then, it can be provide an entangling two-qubit gate v SW AP
by manipulating the interaction time. Then we want to apply the developed apparatus of multimode
QND interaction to d—dimensional systems.
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Figure 1: The schematic draw of the system under consideration: a) a cell with a cloud of four-level atoms
represented as a cylinder with a length of L along the z axis interacts with a strong driving field E, and
a weak 81gnal field Es, b) the energy levels diagram of an ensemble of atoms interacting with quantum
signal field E and driving E, fields in a quantum nondemolition interaction. The frequencies of the fields
are detuned from the frequencies of the atomic transitions, respectively, by A. For the quantization axis
along x the value m, is total angular momentum quantum number.
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Abstract

We report a design and implementation of a cost-effective spatial demultiplexer which produces 4
indistinguishable photons with efficiency 39.7% per channel. Our scheme is based on a free-space stor-
age/delay line which accumulates 4 photons and releases them by a controlled polarization rotation
with a single Pockels cell.

Introduction

Linear-optical quantum computing requires an efficient method of on-demand generation of a definite
number of indistinguishable photons which can be used to encode qubits, e.g. fed into a photonic chip
performing a quantum algorithm. The majority of the reported experimental implementations make
use of either spontaneous parametric down-conversion (SPDC) in bulk crystals or by four-wave mixing
in waveguides in order generate single photons. Recent advances in semiconductor quantum dot (QD)
sources [2] and emergence of commercially available QD source chips propelled the integration of this
type of sources to the optical quantum computing domain. Fabrication of a set of identical QD source
is the notoriously hard task and hence the experimental challenge of using a single QD as a multiphoton
source has upsprung.

In this work we present a cost-efficient four-beam demultiplexer requiring only one fast optical switch
(Pockels cell). Although our demultiplexer does not increase the probability to produce a photon at the
output, it drastically reduces the amount of fast switches required for splitting the input photon sequence
and eliminates the necessity to assemble long fiber delay lines in order to compensate for large delay
times between output photon bursts in each channel.

Experimental method

QD setup Demultiplexing setup N 7 [ Detection
Off On
o000 00 | |0 . -
60 ns 12ns | % sspp  Tagger
HwWP lens lens
14

I =

optical attenuator Qwp PBS

Control and analysis _ - E—
EOM controller frequency control, time delay, switching sequence

[

personal computer
detected events streams

reference clock

Figure 1: A schematic illustration of the experiment with the QD setup, the demultiplexing setup, the
detection setup, and control and analysis setup.A detailed description of the setup is found in Sec. 77

We exploit a simple idea of storing and releasing a bunch of photons inside an optical loop. Our
setup is presented in Fig. We use a semiconductor QD source in the micropillar configuration [I].
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We pump the QD in cross-polarized scheme using resonant picosecond pulses emitted with 82.6 MHz
repetition rate at 918.83 nm wavelength. The single photons are coupled to a single-mode optical fibre
and fed into the demultiplexer through the output coupler. The demultiplexer is an optical loop with
round-trip time equal to the time difference At = 12.1 ns between the consecutive pump pulses. Each
round-trip shifts the beam transversely in a horizontal direction by 3 mm on average. A 1:1 telescope
inside the loop serves two purposes: it minimizes the diffraction effect on the beam passing multiple
times through a loop and focuses all the beams through the 3 mm aperture of the PC. The currently used
geometry of the optical components allows to store only 4 photons inside the loop. The half-wave and
quarter-wave plates at the input adjust the polarization of the input photons to a horizontal state. After
passing through the PC each photon reflects of the polarization beam splitter (PBS) and the right-angle
prism and completes the round trip by passing the PC again. Each sixth clock cycle the PC rotates the
polarization of the photons in the loop and hence releases a just arrived (the fourth) photon and three
previously stored ones. Ideally switching has to be done each fourth cycle however hardware restrictions
imposed by the high-voltage driver allow a minimal interval between consecutive switching events of
70 ns. The high-voltage driver (BME Bergmann) switches the cell using a 12 ns long voltage pulse. The
driver is controlled by a homebuilt FPGA-based circuit which uses the pump laser as a source of the
reference clock signal. The voltage pulse peak is synchronized to the moment when all four photons pass
through the Pockels cell and the rise and fall fronts do not affect the neighbouring photons. The photons
with rotated polarization pass through the PBS and enter the circuit where each beam is separated from
the other using knife-edge reflective prisms. After that photons are coupled to the single mode fibres.
Each fiber coupler is mounted onto a translation stage in order to compensate for slight differences of
the output channel lengths including the lengths of optical fibers. The output of each fiber coupler is
sent either to superconducting single-photon detectors (SSPD) or to a balanced fiber beamsplitter which
enables Hong-Ou-Mandel type quantum interference.

Results

Firstly, we characterized the QD itself. Figure a) presents the auto-correlation function g(® () for
our QD pumped in resonant regime in cross-polarized configuration. The observed single-photon purity
is g (0) = 0.024 £0.001. The indistinguishability of the photons was asserted using a Hong-Ou-Mandel
interferometer with At = 12.1 ns delay introduced into one of the arms. The average photon count rate
detected using the SSPD was about 5 MHz.

Then, we measured auto-correlation functions for each output channel, the result is presented in
Fig. bff). Small parasitic peaks can be witnessed between the demultiplexed photons. They originate
from the imperfect polarization switching and PBS extinction ratio. Our configuration implies passing
four beams through a single PC and each beam travels in a slightly different direction due to focusing.
For this reason it is impossible to reach optimal performance of the PC for each of the beams. We decided
to use the second output channel as a reference one because it was easier to find the best orientation
of the PC. Thus the second channel auto-correlation function exhibits minimal effect from the parasitic
peaks.

Next we tested the indistinguishability of the photons after they have been split into different channels.
We connected a balanced fiber beamsplitter to the outputs of a selected pair of channels and measured the
second-order cross-correlation function g(®) (7). Since we used single-mode fiber, which doesn’t preserve
the polarization state, we had to place an additional pair of half- and quarter-waveplates to each channel
and vary their orientation to compensate the unknown polarization rotation inside the fibers. The
measurement results indicate that the indistinguishability of the photons remains on the same level as
for the photons tested directly from the QD source. We used a correction formula from [2] to infer the
estimated value of the Hong-Ou-Mandel interference visibility.

Finally, Fig. (a) illustrates the detection rates of multiphoton events at the output of the demulti-
plexer. We used the data to get the estimate of the efficiency across all output channels. The probabilities
to detect n-photon events were fitted with an exponential function p™, where p is the probability to detect
a photon at the output of the demultiplexer. The value p is related to the source brightness B = v/r,
where v is the detected single-photon count rate at the output of the source and r is the repetition rate
of the pump laser. The ratio e = p/B expresses the efficiency of each demultiplexer channel. Then, for
the described scheme, e = 0.225, which does not include the efficiency of the detectors (0.85 on average),
and photon losses due to the maximum possible frequency of the Pockels cell (4/6). With this in mind,
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Figure 2: (a) Auto-correlation function for the QD. Figure 3: Uncorrected and corrected indistinguisha-
(b-e) Auto-correlation functions for each of 4 chan- bility of the photons for (a) channels 1-2, (b) chan-
nels of the demultiplexer. nels 1-3 and (c) channels 1-4 of the demultiplexer.

the efficiency increases to e = 0.397. This value is due to losses in polarizing beam splitters, other optical
elements of the circuit, the efficiency of optical couplers and multiple passages through the Pockels cell.
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Abstract

The approach to emulate quantum experiments using a mixture of coherent states is proposed.
This allows one to reproduce fundamental quantum effects using resources which can be much more
feasible in the laboratory. The method is applied to emulation of Hong-Ou-Mandel effect, as well as
for the emulation of experiments with bright non-classical states.

It is known that density operators can be decomposed over coherent states. At the same time, if
such a representation comprises even a small number of states, it still may have a high accuracy. Such a
decomposition has already demonstrated its usefulness in quantum tomography and allowed one to avoid
calibrating detectors [I]. The tomography deals with an unknown state which needs to be reconstructed
using the results of its measurements. Here, we solve an opposite problem: using a known but unavailable
state, one needs to reproduce (emulate) measurement results with it. Since the state is known, the
representation can be efficiently optimized and enables using just a small set of states.

The essence of emulation

The essence of the proposed emulation method [2] is representation of a quantum state pirye to be
emulated as a mixture of probe states p; (usually, coherent state projectors p; = |a;)(a]):

Ptrue zP:ZCJ'/)J'a ch =1 (1)
J J

Here, it is essential that, if the state p is nonclassical, at least one of the coefficients ¢; should be
negative. The probe (coherent) states are randomly sampled from the constructed set. Besides, they
are marked by an additional degree of freedom (an ancillary quantum object in two mutually orthogonal
states |[+) and |—)) according to the sign of their weight sgn ¢; (classical bit of information) and subjected
to the measurements. The sign is decoded by introducing an observable A o< (|4)(+| — |=){—|) over
the ancillary particle and performing the joint measurement of the observable O ® A, where O is the
observable, measurement of which is to be emulated. Such a procedure provides the same expectation
values for an emulated experiment compared to the experiment with the original initial state. Thus, even
without having the quantum state itself, we can reproduce (emulate) the measurement results with it.

Emulation of Hong-Ou-Mandel effect

Using the proposed approach, one can emulate experiments with single-photon, two-photon and even
entangled (NOON) quantum states using a finite set of phase-averaged coherent states.

In order to obtain the coefficients c; in the representation , one must solve the problem of fidelity
maximization. If pse = |1)(1] is a sigle-photon state, the set of probes can be chosen in the form of five
phase-averaged coherent states with the amplitudes «; = {0, 0.25, 0.5, 0.75, 1.0}. Then, the coefficients
are ¢; = {—21.8, 25.6, —3.1, 0.33, —0.0028}. The fidelity of the constructed representation for the single-
photon state exceeds 0.9996. Similarly, using seven phase-averaged coherent states enables representation
of two-photon Fock states with the representation fidelity exceeding 0.998.

The emulated states can be used to demonstrate important quantum effects. In this contribution, we
apply them to reproduce (emulate) Hong-Ou-Mandel effect and interferometric phase measurement for
NOON-states. In Fig.[Th, the scheme of Hong-Ou-Mandel effect with real single-photon state is presented,
while in Fig. the corresponding emulation scheme is shown. As one can see, the emulation schemes
can be quite easily realized experimentally using a set of simple optical devices such as beam splitters
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Figure 1: (a) Scheme of observing Hong-Ou-Mandel effect with the single photon and (b) the setup for
its classical emulation. (c) Dependence of normalized coincidence rates g2(6) on the measured phase shift
#. Solid lines indicate the dependence for interference of two single-photon states. Points and error bars
show the values and the standard deviations for classically emulated single-photon states for N = 3 x 107
(green bars) and N = 3 x 10® (black bars) repetitions.

and phase shifters. Here, we estimated to which extent the representation is more expensive in terms
of the necessary number of state copies, since it is quite important for an experimental realization. In
Fig. [1k, the errors for 3 x 107 and 3 x 10® copies are given.

Emulation of “collapses” and “revivals” with bright sub-Poissonian states

The emulation procedure can be quite useful for the emulation of the effects with bright non-classical
state. We do not encounter serious problems when we deal with few-photon states: there are a lot of
methods of generating them. However, the situation is different when we need to make experiments using
states with larger number of photons — only special classes of such states can be generated. Here, the
possibility to emulate such experiments may help to overcome these difficulties. We demonstrated the
emulation of effects characteristic for bright sub-Poissonian states, in particular “collapses” and “revivals”
for two-level system in the Jaynes-Cummings model.

Sub-Poissonian states with the following photon number distribution

I TR )
P = @ D) p[ 2(Q+1)<n>} ®

where (n) is the average photon number and @ = An/(n) — 1 is the Mandel parameter, can be in a
robust and scalable way decomposed in terms of phase-averaged coherent states and, thus, emulated.
The emulation provides good coincidence with the behavior of real sub-Poissonian states. However, if
one limits himself by a reasonable number of the probe states and of the measurement repetitions, the
achievable values of @) are limited from below by @ 2 —0.5.

Conclusions

We proposed the approach to emulate (reproduce) quantum experiments using classical states. The
described approach is an efficient tool in a number of applications. It is useful for demonstrating funda-
mental quantum experiments, which, among other applications, can be used for preparation of laboratory
works for students — real quantum sources can be quite expensive or unavailable at all. Also, the method
can provide the possibility to test detecting equipment for fundamental quantum experiments even before
the required nonclassical states become available.
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Abstract
We have developed a theory of parametric photon generation from arrays of modulated qubits.
Such generation can be interpreted as a dynamical Casimir effect. We demonstrate numerically and
analytically how the emission directionality and photon-photon correlations can be controlled by the
phases of qubits frequency modulation. The emission spectrum is shown to be strongly dependent
on the anharmonicity parameter. Single- and double-excited state resonances have been identified in

the emission spectrum.

Waveguide quantum electrodynamics, describing photon interaction with natural or artificial atoms
coupled to the waveguide, is now rapidly developing. This platform allows controllable generation of
quantum light [I], and control over lifetimes [2] and entanglement [3] of coupled atom-photon excitations.
Even more possibilities are opened in the structures with the parameters dynamically modulated in time.
Such temporal modulation has been recently realized, for example, for the superconducting transmon
qubit platform [4]. One more fundamental physical effect, that becomes possible in such structures, is
the parametric generation of photon pairs, which can also be interpreted as a dynamical Casimir effect [5].

In this work, we present a general theory of parametric photon generation from arrays of qubits,
coupled to the waveguide. The qubit resonance frequencies are periodically modulated in time with the
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Figure 1: (a) Scheme of the structure under consideration. The array of qubits with modulated resonant
frequencies coupled to a waveguide. (b) The photon emission intensity to the left I_ for a pair of qubits
as a function of distance between qubits d and the modulation phase ¢ for the modulation frequency
Q = 2wy + U. (c¢) The photon emission intensity to the left I_ for two qubits as a function of d and

Q. (d) The second order correlation function G(_Q)_ for an array of four qubits in the case of frequency
modulation of the first qubit only.
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frequency 2. The setup is schematically illustrated in Fig. (a) Our calculation has been performed using
two independent approaches, that yield equivalent results: the master equation for the density matrix
and the diagrammatic Green-function technique. We have studied the dependence of the photon emission
spectrum and photon-photon correlation functions depending the anharmonicity of the qubit potential
U, the distance between the neighboring qubits and the relative modulation phase .

The interference between photons emitted from different qubits can be controlled by relative phase
of their frequency modulation. Our calculation shows how this can be used to obtain directional photon
pair emission [Fig. b)], similarly as it happens for non-parametric quantum photon sources. We have
obtained compact analytical expressions for the emission directionality.

The calculated emission spectrum is very sensitive to the anharmonicity parameter. The anharmonic-
ity controls the relative weight of the spectral features around the single-excited state resonances at
w & wp (wg is the qubit frequency) and the double excited qubit resonances at 2wy + U, see Fig. (c)
The latter become more prominent with the increase of the anharmonicity. When the number of qubits
is N = 4 or larger, additional sharp spectral features, corresponding to the double-excited subradiant
states, appear in the spectrum, shown in Fig. d). We hope that our results will be useful to understand
the parametric quantum emission for the waveguide-coupled qubit arrays.
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Abstract

Forbidden transitions in NV centers allow to perform nuclear spin polarization and coherent
population trapping of nuclear spins. This becomes useful in terms of quantum memory or in a field
of quantum sensors, where nuclear spins state preparation is important.

NV centers in diamond are a promising platform for quantum computing or sensorics due to them
having optically detected magnetic resonance (ODMR) in the visible spectrum, and electron spin long
coherence times at room temperature [I]. In terms of both quantum computing and sensorics it is
important to manipulate electron and nuclear spins of the defect.

Traditionally this is solved by polarizing electron spin in external magnetic field, coaxial to the axis
of defect. The polarization is done via non-resonant laser excitation and utilizes relaxation of the excited
state through intermediate states. Nuclear spin polarization is performed first by exchange of the nuclear
and electron spins and then by polarization of the last one.

However in arbitrary magnetic field there is a way to polarize nuclear spin through forbidden transi-
tions, exchanging nuclear and electron spin in the ground state of NV center, so-called electron-to-nuclear
spin transitions (ENST). These transitions are shown on the Fig. [I|and colored blue, while main transi-
tions are represented by red arrows. Furthermore, possibility of coherent population trapping (CPT) of
nuclear spin allows to restrict depolarization through these transitions [2].

We study CPT resonances in bulk diamond with NV centers concentration of ~3 ppm, grown by
high-pressure-high-temperature method (HPHT) and natural carbon isotopic content. Under green laser
radiation (532 nm) we observe ODMR in arbitrary transverse magnetic field. In that part of spectrum,
where forbidden transitions are expected to be found, we observe three main transitions of NV centers
with 13C isotope in the vicinity instead, as shown on Fig.

In strong transverse and weak longitudal field fine splitting of three main transitions will be small,
and forbidden transitions can be observed. One of these transitions, if paired with main transition, for
example, “1” and “a” (see Fig. |1 transitions, forms a lambda-type CPT, which traps polarized nuclear
spin and conserves it for a long duration.
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Figure 1: Energy levels for fine and hyperfine splitting of the ground state of NV center in diamond
with magnetic field at angle to defect axis. Forbidden transitions are colored blue.
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Figure 2: NV centers ensemble ODMR in longitudal magnetic field. Red numbers represent fine splitting
transitions with no 13C isotopes in the vicinity of NV centers while orange numbers are for NV centers
with one 13C atom nearby.
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Abstract

One of the factors restricting fidelity of quantum gates implementation in quantum computers
based on cold atoms is laser technical noise. This work presents methods for measuring laser noises
via signal from Pound—Drever—Hall system and heterodyne spectroscopy and provides a numerical
model of rydberg atom excitation by solving Schrodinger equation using electric field noises recreated
from experimental data in order to estimate quantum gate fidelity.

Rydberg atoms are promising platform for quantum simulation and computing as well as rydberg
blockade is a practical way to entangle qubits by exciting high n states in two atoms simultaneously.
Error sources for these systems are the following: finite lifetime of atomic states, Stark effect, thermal
motion of atoms and noises in laser radiation. We provide description of experimental setup (detailed
specification will be shown during presentation) for lasers’ noise measurement and numerical simulation
of Raman oscillations.

For practical purposes we used 2 lasers (red and blue) to excite rydberg states. Lasers’ noise spectra
were obtained via three methods: measurement of laser intensity with fast photodiode (so called intensity
noise), heterodyne spectroscopy (lasers’ spectra)[l] and signal from PDH-locking system (frequency noise
spectral2]).

For numerical simulation of the process there are two possible ways. First is to directly solve
Schrodinger’s equation for three level atom with following Hamiltonian

H=UHU"+ing,(U)U" =

0 0 ZQI,ie_Z:Al"it+¢l*i
- 0 0 S Qg ye et
Z QLieiAMtf(Zn,i Z Qg,ie’ﬁ%it*‘z’li 0

where Aj(g); is detuning of i-th spectral component from atomic resonance, 2;(2); - Rabi frequency
produced by i-th component, ¢; - random phases and indices 1 and 2 correspond to red and blue lasers.

Second way is to use adiabatic approximation[3] reducing three level system to two levels and solve
Schrodinger’s equation Hamiltonian:

KA R hw(t)  hQs(t)

H=Hy+H =— —
0+ Hi 20-z+20-w+ 2 o, + 2 Oz,

where v(t), e(t) - functions proportional to oscillation of frequency and amplitude of lasers with mean
values equal to 0. This method allows to compare modeling result with perturbation theory results[4]
applied to two level system.

Using numerical simulation we demonstrated insignificant influence of low-frequency (intensity) noise
and high-frequency (> 10 MHz) noise in our experimental setup, whereas mid-frequency noises have
considerable impact which can be reduced from 0.2% to 0.1% infidelity for red laser and from 0.5% to 0.3%
by adding Fabri-Perot resonator to the model. Comparison with alternative theories gave estimations of
~ 1% errors for high-frequency and also an insignificant influence of low-frequency noise [5].
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Figure 1: (a) - Infidelity of m-impulse at different Rabi frequencies in comparison with perturbation
theory, (b) - Evolution of rydberg state obtained by numerics (Rabi freuency € = 0.5 MHz). Red lines
corresponds solutions with different sets of random phases ¢;, black line is their average, blue line shows

evolution without noise and green line represents perturbation theory for red laser spectra measured from
PDH-locking signal.
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Abstract

The article discusses the concept of integrated photonics, as well as the issue of its importance in
modern realities and prospects, provides examples of the work on its basis of various devices (such
as liquid, gas and vortex sensors, interrogators, integrated circuits), including modeling, calculation
and testing of PIC.

The implementation of various devices using photonic integrated circuits (PICs) or completely based
on them is currently the subject of a large number of topical studies. The use of FIS provides an increase
in energy efficiency, a reduction in the mass and dimensions of products [1]. In the applications of sensor
systems, the use of PSIs makes it possible to implement compact, cheaper mass production, explosion-
proof, highly sensitive sensors, the dimensions and characteristics of which provide them with a wide
range of applications, including environmental monitoring and medical diagnostics. Such a transition
will make devices more flexible and multifunctional, opening a new page in the development of Internet
of Things (IoT) systems [2], simplifying their implementation in hazardous industries [3]. In the field of
infocommunication technologies (ICT), the volume of transmitted and processed information is constantly
increasing, which requires increasing network bandwidth and new approaches to computing. On the
one hand, integrated photonic devices provide the necessary speeds, on the other hand, they allow the
implementation of a new class of computing devices, including neural networks [4]-[8]. Also, integrated
photonics has prospects in the field of quantum systems, since they require ever smaller sizes to implement
a system on a chip [9], [10].

The areas of application of PIC use are also shown in Fig[l]
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Fig. 1: Areas of application of PIC

The integrated photonic devices that our laboratory is working on are refractive sensors [11], [12],
interrogators [11]-[13], and integrated systems in general [11], [12]. The study begins with the calculation
stage: the characteristics of the device are calculated and they are optimized for specific tasks. After that,
the numerical simulation stage begins in the Ansys Lumerical environment using the Finite-difference
time-domain method (FDTD), Interconnect and Mode software modules. This is followed by system
modeling, which allows you to evaluate the performance and parameters of the system as a whole. This
is followed by the development of the PIC topology for sending to production and subsequent testing.
For this, a measuring laboratory is equipped, which includes an experimental setup of an original design
for testing FIS, an optical spectrum analyzer, a tunable laser source of optical radiation, a BER tester,
an optical oscilloscope.
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The laboratory team developed a PIC topology for measuring liquid parameters on a silicon-on-
insulator platform, which makes it possible to implement in an integrated form both a sensor and a device
for its interrogation [11]. Here, sensitivity to a change in the refractive index was tested, which can be
further interpreted as a change in temperature, composition, or concentration of impurities in the liquid.
In addition, the structure of the PIC on the silicon-on-insulator platform for a multichannel refractometric
sensor system is proposed, which allows you to create fully integrated devices of the ”laboratory-on-a-
chip” type for use in medical and industrial sensor systems, including systems microfluidics. It should be
noted that this scheme differs from its analogues in a non-standard ”interrogator-sensor” sequence. PIC
topologies on silicon-on-insulator platforms have also been developed for refractometric measurements of
the parameters of gaseous media [12]. The possibility of implementing this sensor system on the Si3N4
platform is analyzed. In both cases, gases toxic to humans, such as mercury vapor, nitric oxide, carbon
tetrachloride, and others, were considered.

Also, the laboratory developed an innovative system for interrogating integrated sensors [13], based
on the use of an optoelectronic oscillator (OEO), which makes it possible to increase the sensitivity of
the sensor system by more than 50% compared to the traditional intensity interrogation system.

In addition, fully integrated systems have been developed [11], [12], demonstrating that when using
an interrogator based on OEQ, not only the polling scheme is simplified, but the quality of the entire
system is also improved: the intrasystem detection limit can be reduced by 5 orders of magnitude.

One of the promising areas of work in sensor applications is fiber-optic sensors based on light beams
that transfer the orbital angular momentum (vortex beams) to determine various parameters of the
medium. Our research laboratory focuses on the prospect of these applications for creating sensors based
on photonic integrated circuits [14]-[18]. The principle of measurement is either to analyze the change
in the order of the vortex, or to interfere with the optical vortex beam with the Gaussian beam to detect
the phase difference. Thanks to these capabilities, OAM beams can be used to develop high-performance
Sensors.

As part of the research, a non-coherent transceiver was developed that provides a data transfer rate of
200 Gb / s. This speed is achieved using four-level pulse amplitude modulation (PAM4) with frequency
and spatial channel multiplexing [19].

Multi-channel interrogation for liquid sensors is currently being researched and high-speed tempera-
ture sensors are being calculated. These sensors can be used in medicine [20], [21], in production [3], [22],
and in environmental monitoring [23].

The creation of sensor interrogation systems (interrogation) on the PIC allows you to move to fully
integrated photonic sensor systems, which allows you to translate integrated photonic technologies into
the field of application of Internet of things systems, for which dimensions and energy efficiency are key
indicators.

The study was carried out as part of the work on the state assignment of the Ministry of Education
and Science of Russia for the Federal State Budgetary Educational Institution of Higher Education “US-
ATU” (scientific topic code / FEUE-2021-0013, agreement No. 075-03-2021-014) in the youth research
laboratory of the REC integrated photonics”.
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Abstract

We present a microscopic calculation scheme for the interaction of a single atom with dielectric
nanostructures. The proposed scheme is not limited by simplifying assumptions about the initial
energy structure of the atom. In addition, the method is applicable to nanostructures of arbitrary ge-
ometric configuration. Using illustrative examples, we demonstrate how the original atomic excitation
spectrum changes in the presence of the nanostructure.

The coupling of quantum emitters with nanostructures, in particular, of cold atoms with dielectric
waveguides and resonators of sub-wavelength scale, considerably extends the existing opportunities of
quantum technologies. The directed light emission into a specific scattering channel, with effectively
enhanced coupling strength for the interaction of light with atoms, and being controllable at a single
photon level, is a crucial requirement for developing the quantum interface units. At present, a number
of prototypes of nanophotonic devices which implement the coupling of atoms with microcavities, photonic
crystals, and nanofibers, have been fabricated, see recent review [1]. Such physical systems could provide
the emission of a single photon and any specific quantum state of light into the stored or guided mode of
a mesoscopic cavity or waveguide.

Here we develop a microscopic calculation scheme for the interaction of a single atom with a nanoscale
dielectric sample. Our approach expands beyond the common assumptions about atomic energy structure,
such as its constraint by two or three levels, and is applicable to nanoscale objects of arbitrary geometric
shapes. By several Illustrative examples, we show how the presence of nanostructure dramatically modifies
the original atomic excitation spectrum and we present supporting calculations of the respective radiative
shifts and decay rates.

This work was supported by the Russian Science Foundation under Grant No. 18-72-10039 and by
Rosatom in the framework of the Roadmap for Quantum computing (Contract No. 868-1.3-15/15-2021
dated October 5, 2021 and Contract No.P2154 dated November 24, 2021).
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Abstract

Due to the nonlinear self-phase-modulation effect, coherent states of light in optical media having
cubic nonlinearity evolve to non-Gaussian so-called “banana” states. We develop a fast and convenient
formalism of calculation of quasiprobability distributions of bright (multiphoton) banana states.

The problem

It is known that when light, prepared in the coherent quantum state, propagates through an optical
medium having cubic (Kerr) nonlinearity, its quantum state, due to the self-phase modulation (SPM)
effect, evolves into the non-Gaussian so-called “banana state” (this peculiar name is due to the charac-
teristic shape of the corresponding Wigner function). This process can be used for preparation of bright
highly nonclassical quantum states of light. Therefore, the problem of calculation of quasiprobability
distributions of the “banana” state |¢) is of significant interest for quantum optics.

For a small number of quanta |a|? < 102 this problem can be solved by the direct numerical calculation,
see Ref. [I]. At the same time, for the large number, |a|? ~ 108, at which nonlinear effects of real crystals
are manifested [2], the direct calculation leads to overflow. Here we develop an effective formalism of
calculation of quasiprobability distributions of bright (multiphoton) banana states.

Let the state |a) be fed to the input of a crystal with the Kerr nonlinearity. The banana state |t))
at the output effectively depends on the dimensionless parameter I' proportional to the time of passage
through the crystal [2]. Its Husimi function, being much simpler than the Wigner one from the point
of view of the direct calculations, was considered in the work [3]. Its explicit form for the case of the
“banana” state is the following;:

[(18)* _ e~lol’=I181? i (@)™ e=iTn(n=1) 2

T T n!

QB) =

(1)

n=0

The direct numerical calculation of this function according to these formulas require the summation of
O(]a|) terms (taking into account that the most meaningful part of the Husimi function is in the region
18] ~ Jal).

Here we propose an asymptotic approach to calculating quasi-probability functions, increasing the
calculation speed of the Husimi function to O(1) and the Wigner function to O(«). The calculations will
be carried out in two stages: first, we find the asymptotics of the Husimi function at ‘azl"‘ 2 1, and then
we find a decomposing the Wigner function into a series consisting of the values of the Husimi function.

Husimi and Wigner functions

The series can be converted to an integral:

o alB* ne—il"n(n—l) e—% 7 122 Y D
Z (aB7) - = 37T exp (Z4F +af eZFJ”Z) dz. (2)
n=0 : oo

To calculate this intergral, the saddle-point method can be used. The greatest difficulty from the point
of view of mathematics here is the deformation of the integration contour passing through an infinite
set of the saddle points, see Fig.[Il However, examination of the obtained expressions shows that the
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the steepest descent at I' < 0 and orange at I' > 0.

main contribution is made by the pass through only one of the saddle points. Therefore, Eq. can be
converted to

. exp(l Z(Wk( ;’?66 )+ )

(035" ¢—iln(n—1) )
Z( £) =e (1+O(I‘2))
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reducing the complexity of calculations to O(1). Here W, are the branches of Lambert W function.
Strictly speaking, the real complexity is O(1+ |aI'|). However, under the condition of |aI'| < 1, which

is met when |a| ~ 103 and |T'| ~ 107°, it is possible to neglect members of the order of O(e_(sﬂo‘r‘z) 1)
compared to O(T?).

We use a simple connection between the Husimi and Wigner functions through characteristic functions
or, equivalently, through the Fourier transform:

2\2

Cu(z) = FAW}(2) = T F{Q} (2) = e Cul2), (4)

where Cy; and C, are the symmetric-ordered and antinormally-ordered characteristic function of the
quantum state. Substituting the Husimi function in the form (|1)) and taking numerous Gaussian integrals,
we reduce the calculation of the Wigner function to a one-time summation:

2 (=la)™ .
W (g) = 2¢281° Z %Q(zﬂewm) (5)

m=0

This expression uses the values of the Husimi function, which generated in the previous step and it can
be cast to a form that does not lead to overflow.
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Abstract

The application of the technique of resonant laser excitation of photoluminescence at low tempera-
tures using a narrow-band tunable laser significantly expands the possibilities of spectral investigation
of individual luminescent centers in nanodiamonds, even in conditions of high concentrations of such
centers. In this paper, a comparative analysis of the spectral characteristics of individual Silicon-
Vacancy centers (SiVs) in spontaneously nucleated CVD nanodiamonds grown on germanium and
silicon substrates is carried out. Studied nanoparticles have a characteristic size of 300 nm and con-
tain large ensembles of SiV centers. It was found that during the transition from silicon substrates,
which are traditionally used in the CVD synthesis of diamonds, to germanium substrates, the spectral
characteristics of the photoluminescence of SiV centers almost do not change.

1. Introduction

Negatively charged Silicon-Vacancy centers (SiV), along with other luminescent point defects in dia-
mond, are extremely popular sources of both single-photon and classical radiation in the visible spectral
region, respectively, for quantum and biomedical technologies [1-4]. The most common method of synthe-
sis SiV-containing diamonds is Chemical Vapor Deposition (CVD)method. Usually, in the CVD synthesis
of both individual diamond particles and polycrystalline films, pre-seeding of the substrate on which the
synthesis takes place with ultra-small diamond nanoparticles is used. Recently, for the production of
luminescent diamond nano- and micro-particles, scientific groups from Russia and France have been ac-
tively developing alternative approaches based on spontaneous diamond nucleation under CVD synthesis
conditions [5-6], which was first described in the work of Professor B.N. Spitsyn et al. [7]. In this paper, a
comparative analysis of the spectral characteristics of individual SiV centers in spontaneously nucleated
CVD nanodiamonds grown on germanium and silicon substrates is carried out. The studied nanoparti-
cles have a characteristic size of 300 nm and contain large ensembles of SiV centers. Nevertheless, the
low temperature (15 K) and resonant laser excitation of luminescence make it possible to characterize
individual SiV centers.

2. Experimental Methods

Synthesis of nanodiamond (ND) particles doped with silicon was carried out in the microwave CVD
reactor “ARDIS-100” (Optosystems Ltd.). Polished Si (100) and Ge (111) plates were used as substrates.
Further, for convenience, we will call NDs grown on silicon - “Si”-ND, and on Germany - ” Ge”-ND. Both
types of samples were grown in the mode of spontaneous nucleation of diamond on the surface of germa-
nium and silicon substrates [6]. To stimulate diamond nucleation on the Ge surface, the substrates were
treated in a 25% aqueous ammonia solution before synthesis: the substrates were dipped into an ammonia
solution for a few seconds, then washed in distilled water and dried. For the CVD synthesis of ND, a
methane/hydrogen gas mixture was used at a pressure of 75 torr. In preliminary experiments, we found
that with a volume ratio of CH4/H2 = 6% the maximum possible nucleation density of diamond particles
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on both substrates is achieved, and this ratio was chosen for the synthesis of ND. The temperature of
the substrates during the growth of NA was measured with a Micron M770 pyrometer. The formation
of SiV centers in the ”Si”-ND was carried out mainly due to uncontrolled etching of the Si substrate in
hydrogen plasma. In the “Ge” sample, the formation of SiV occurred when a small amount of silane
(SiH4) was added to the methane-hydrogen mixture, which made it possible to control the formation of
luminescent centers in this sample. The main parameters of CVD growth on two different substrates are
shown in Table 1.

Table 1: CVD growth condition.

Substrate Gas Microwave CH4/H2 Source of Growth  Substrate
pressure plasma [%)] Si time  temperature
[torr] power (%] [min] [oC]
kW]
Si 75 3 6 Silicon substrate etching 15 850
Ge 75 3 6 SiH4/CH4=0.1 20 800

A Jeol 7001F scanning electron microscope (SEM) was used to determine the morphology and lateral
size of the grown specimens.

The spectral characteristics of photoluminescence (PL) of SiV centers were studied at cryogenic tem-
peratures in the modes of non-resonant and resonant laser excitation. In the first mode, the PL was
excited by a diode laser at a wavelength of 660 nm (L660P120, Thorlabs). In the second mode, a tunable
continuous Ti: Sapphire laser (Solstice, MSquared) with a line width of less than 5 MHz and a tunable
wavelength range from 700 to 800 nm was used. For cooling, the sample was placed in a closed-cycle
cryostat chamber (attoDRY 800, Attocube). The temperature of the sample holder has stabilized at 15,0
with a precision of 0,1 K. The cryostat was combined with a homemade confocal scanning microscope.
The pump laser beam was focused on the sample using a cryo-compatible microscope lens (x 100, NA=
0.82, Attocube). The position of the pumping laser beam on the sample was controlled using a galvo
mirror (FSM 300, Newport). The PL signal was collected into a single-mode fiber (SM600, Thorlabs),
and then directed either to a single-photon avalanche photodetector (SPAD, SPCM-AQRH-15, Perkin
Elmer) or to a spectrometer (IsoPlane 160, with a resolution of 0.07 nm, Princeton Instruments). In
an experiment with resonant excitation, the PL spectra were recorded based on the dependence of the
intensity of the phonon component of the PL ( 30% of the total radiation), which was isolated using
filter sets in the range of 750-795 nm, on the wavelength of the exciting radiation in the range of 700-750
nm. For express recording of resonant spectra, the step size was 500 MHz, for recording high-resolution
spectra - 40 MHz. The second-order autocorrelation function g? (t) was determined using a standard
Brown-Twiss interferometer using a time-to-digital converter (quTAU) with a time resolution of 81 ps.

3. Results and Discussions

The synthesis time was chosen in such a way that the characteristic sizes of individual diamond
particles on both substrates were close to 300 nm. This size is chosen for the convenience of optical
visualization and identification of the studied particles during the transition from one method of their
characterization to another. The SEM images of the analyzed samples confirm that the NDs grown on
Si and Ge substrates have a characteristic size of about 300 nm (Figure la and 1b, respectively). Note
that the morphology of “Ge” - ND particles is somewhat different from “Si” - ND: the Ge substrate
is dominated by particles having a polycrystalline structure, whereas the Si substrate is dominated by
particles with a well-defined singular facet, i.e., single crystals.

Before cooling, the PL spectra of the samples were recorded at room temperature under laser excitation
at a wavelength of 532 nm. It was found that the ratio of the peak intensity of the SiV zero-phonon
(ZPL) line near 738 nm to the intensity of the raman scattering line of diamond (at raman frequency of
1332 ¢m-1) for a number of studied nanoparticles on both substrates varied from 2 to 7, which indicates
a close degree of silicon doping of both samples on.
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Figure 1: SEM-images of CVD ND particles grown on Si (a) and Ge (b) substrates

Characteristic PL spectra recorded in the mode of non-resonant laser excitation with a power of 1
mW at a wavelength of 660 nm at 15 K for individual particles on “Si” - ND and “Ge” - ND are shown
in Figures 2a and 2b, respectively. In the spectra, there are many non-overlapping and overlapping
narrow lines in the range of 735-750 nm, which indicates a high content of SiV centers in one 300-nm
particle. The frequency distibution of individual SiV emitters within a single particle is explained by the
presence of internal local stresses in it [6]. This fact facilitates the observation of luminescence lines from
individual SiV even when working with sufficiently large ensembles of these centers. Nevertheless, the
spectral resolution of the spectrometer (0.13 nm) used to register SiV FL under non-resonant excitation
significantly exceeds the minimum possible line width (approximately 100 MHz) from individual SiV,
which does not allow for detailed investigation of their spectral characteristics.

The application of the technique of resonant excitation of PL using a narrow-band tunable laser with
a line width of 5 MHz significantly expands the possibilities of spectral study of individual SiV centers.
The PL spectrum recorded with a large scanning step (see details in Section 2) with resonant excitation
in the range of 735-740 nm is shown in Figure 2c. Note that the spectra in Figures 2b and 2c¢ are shown
for the same particle on Ge. There is significantly less overlap between individual lines than in the
case of non-resonant excitation: the lines with the smallest width are more likely to belong to separate
SiV centers. Figures 2d and 2e show the spectra obtained with a small scanning step for the narrowest
luminescence lines in the samples “Si” - ND and “Ge” - ND, respectively. The spectra were recorded
at the maximum power of resonant excitation, which does not cause broadening of the spectral line due
to heating of the sample: approximately 100 nW. From the approximation of SiV-lines by the Lorentz
profile, it follows that their FWHMs are close for both samples and are about 2.1 GHz (for Si) and 2.6
GHz (for Ge).

To prove that the selected SiV lines really correspond to single emitters, their polarization sensitivity
was analyzed (Figure 2f) and the second-order autocorrelation function (g? (t)) was measured (Figure
2g). For the polarization measurements, a half-wave plate was used to rotate the polarization angle of the
laser radiation in the sample plane. For an individual SiV center, which is a radiating dipole, a sinusoidal
change in the intensity of the observed luminescence is expected when the polarization angle of the exciting
radiation changes. Indeed, the PL line shown in Figure 2e demonstrates high polarization sensitivity
(Figure 2f). For the same SiV line, the measured depth of failure of the second-order autocorrelation
function exceeded <ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>