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Random numbers are an important resource for various fields of science and technology. One of the
most interesting and promising areas for their use is cryptography and its everyday applications. Nowadays, the physical source of true random numbers — a quantum random number generator (QRNG) —
plays a key role in cryptographic methods with a quantum key distribution (QKD).
Over the past decades, numerous QRNG schemes based on different quantum effects have been proposed [1]; however, most modern QRNGs use various methods of quantum optics, because optical QRNGs
may provide high rates of random bit generation. The rapid development of this area has formed the basic
approaches for extracting random numbers. At present, the main work is focused on improving existing
optical schemes and creating new post-processing algorithms in order to achieve higher generation rates.
We propose QRNG, which uses an idea of M. Jofre et al. [2]. The principal scheme of the QRNG
is shown in fig. 1. The laser is modulated by the pulse driver over threshold and a continuous train of
pulses is sent to the Michelson interferometer, where the delay time of the longer arm is chosen to be a
multiple of the pulse repetition period. The fast photodiode detects the interference of two laser pulses
with random phases.

Figure 1: Principle scheme of the QRNG. Optical part includes unbalanced Michelson interferometer.
∆L — delay line. PD — photodetector, LD — laser diode, SC — statistics control unit.
The signal from the photodetector is processed in the statistical control unit, which is employed to
find the probability density of the random signal. Obtained statistic is used to determine the contribution
from external classical noise and possible influence of the adversary. This information is used to set up
the digitizer so that it discards the potentially predictable signals. These blocks can be implemented
using cheap comparators.
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We demonstrated QRNG that can generate bit sequences with rate of 2.5 Gbps. Under normal
operating regime, the system continuously determines (on-the-fly) the ratio of quantum and classical
noise performing the self-testing and self-tuning of the QRNG. We avoid comprehensive post-processing
procedures and replace them with the hardware algorithm. The proposed scheme is designed to be
low-priced and optimized for potential production.
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