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Quantum key distribution (QKD) has been demonstrated as a promising method to share secret
keys for symmetric encryption algorithms in the post-quantum world using single photons or attenuated
pulses sent over a quantum channel [1]. Today one of the most important development directions in
this area is related to the progress in integrated optics. Integrated photonic devices provide a scalable
robust platform for quantum technologies [2]. Photonic integrated circuits are ultracompact in size with
traditional discrete bulky components. They will also provide a way of making QKD systems more widely
available and more energy efficient.
However, despite the high efficiency of integrated photonic components, they might be vulnerable
to quantum attacks. Because some class of quantum attacks demonstrated vulnerabilities of discrete
QKD systems using fiber components [3], it might be interesting to consider the possible attacks to
integrated QKD system. Here we tried to find the potential vulnerabilities of integrated components to
laser damage [4].
In this work we present the preliminary results of a laser damage attack on an indium phosphide (InP)
QKD transmitter [5]. We found that the irradiation from a high-power laser (HPL) caused a failure in the
coupler between the chip and the quantum channel without any changes in internal components in the
chip. This means that the integrated photonic circuit has demonstrated robustness to the laser damage
attack.
Our experimental setup had two main parts: the first one was the chip-setup (this part is shown
in fig. 1 (a) and the second one was a HPL. The HPL used in our experiments was a continuous-wave
single-mode fiber laser with an operating wavelength of 1550 nm [6]. The available laser output power was
from 0.16 W to 2.5 W. The emission of external laser was introduced into the chip through output ports,
or spot size converters (SSCs) E1 to E7. We tested the internal components shown in fig. 1 (a). During
our experiments, the transmitted power of HPL and parameters of internal components were monitored.
In such way we achieved the destruction only of SSCs at the power of HPL 1.6 W and 2.5 W.
Using the HPL, we achieved the destruction of the SSCs. The damage of one of the SSCs (E1) at the
power of HPL 1.6 W is shown in fig. 1b. This leads to breaking of the quantum channel and stops the
light entering the chip.
The chip-based QKD systems have thus shown an essential difference from QKD systems using fiber
components to laser damage. If in the latter the modification of parameters some component was observed
in fiber-based system it could keep working. In the case of integrated QKD systems, when the coupler
was damaged, the system would no longer be operational. This means the chip-based QKD systems are
more secure in the case of laser damage attack because they don’t allow the operation of a compromised
system. Future work should estimate the possibility for Eve to affect the internal components and show
possible vulnerabilities in the photonic chip.
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Figure 1: (a) An InP QKD transmitter chip with two lasers, various Mach-Zehnder interferometers
(MZIs), made from multimode interferometers (MMIs) and phase modulators (PH MODs), spot size
converts (E1...E7), a photodiode (PD), distributed Bragg reflectors (DBRs); (b) A damaged SSC (E1).
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